
Scanning with Swagger

Using the Open API Specification 
to find first and second order 
vulnerabilities in RESTful APIs
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Visibility and Coverage per API can be difficult

Broad attack surface over sets of APIs increases risk

Out of band and ‘blind’ events
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RAML 

Swagger
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swagger.io
Starting January 1st 2016   
the Swagger Specification 
has been donated to 
the Open API Initiative (OAI)

and has been renamed to  
the OpenAPI Specification
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2.0 Current Specification 
https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md

3.0 OpenAPI.next
https://github.com/OAI/OpenAPI-Specification/blob/OpenAPI.next/versions/3.0.md
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Convert between Swagger versions

Swagger to and from API Blueprint

Swagger to and from RAML
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YAML (for humans) JSON (for machines)
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YAML (petstore.swagger.io/v2/swagger.yaml) JSON (petstore.swagger.io/v2/swagger.json)
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Is there a API definition document?

API definition document incomplete?

API definition document does not comply with specification?

API definition document is part of the application?
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First Order
§ 1-to-1 request to response vulnerability observation
§ Vulnerabilities observed in request channel
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First Order
§ 1-to-1 request to response vulnerability observation
§ Vulnerabilities observed in request channel

Out of Band
§ Vulnerability callback mechanism triggered outside of 

main request/response channel, result visible in main 
response channel

§ Stored variant occurs when external resource callback
is stored/cached and returned eventual main channel
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First Order
§ 1-to-1 request to response vulnerability observation
§ Vulnerabilities observed in request channel

Out of Band
§ Vulnerability callback mechanism triggered outside of 

main request/response channel, result visible in main 
response channel

§ Stored variant occurs when external resource callback
is stored/cached and returned eventual main channel

Second Order
§ Host of Downstream services affected by request
§ Log readers, service UI’s, cluster architecture, downstream 

applications
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How Vulnerabilities 
can be left hidden in 
your APIs
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First Order Challenges

§ Website + Mobile client API coverage

Out of Band Interactions Second Order (blind) Attacks
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Cross Site Scripting (XSS)
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New techniques in 
API security testing
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CVE-2016-5641 /  R7-2016-05
https://community.rapid7.com/community/infosec/blog/2016/06/23/r7- 2016-06-remote- code-execution- via-swagger-parameter-injection- cve- 2016- 5641
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https://github.com/swagger-api/swagger-codegen/pull/3201
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CVE-2016-5641 /  R7-2016-05

… code generators trust … parameters … to generate … code.

Targets
§ API developers?
§ CodeGen Artifact Hosting (2nd order attack / blind code-gen)
§ Hosted Documentation 

§ github.com/<foo>/mal-swagger.json
§ swaggerhub.com/<foo>/mal-swagger-project
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CVE-2016-5641 /  R7-2016-05

TL;DR;
Metasploit exploit module: multi/fileformat/swagger_param_inject

https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/multi/fileformat/swagger_param_inject.rb
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CodeGen Parameter Injection concerns

Proper escaping, sanitization and context awareness

Inline variable or comment definition or assignment

Template delimiters and runtime partials
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“Fix it now”
Patch

https://github.com/swagger-api/swagger-codegen/pull/3201
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enforce single line comments for variables  (escaped)

enforce single line comments for variables (unescaped)



Scanning with Swagger 42

E
xa

m
pl

e 
V

ul
ne

ra
bi

lit
ie

s 
Fi

xe
d

encode “, in double quoted path strings

encode ', in single quoted path strings
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Secure
Systemwide
Solution



A job for a centralized security control
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Using the Open API Specification 
to find first and second order 
vulnerabilities in RESTful APIs

@ethersnowman

scott_davis@rapid7.com


