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Me

 Developer for 25 years
« AppSec for 13 years
 Day jobs:
« Leader OWASP O2 Platform
project
« Application Security Training
for JBI Training

* Part of AppSec team of:
« The Hut Group
- BBC

« AppSec Consultant and Mentor
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Books Published

« @Leanpub (buy for 0% )
* http://leanpub.com/u/DinisCruz

PRACTICALR THOUSHTSR

Git and

EXPLOITING

GitHub

Based on Blog posts by

Dinis Cruz

Based on biog pouts By Based on biog peats by

Dinis Cruz Dinis Cruz

beta version
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Books under development

PRASTISAL

Dinis Cruz

Measuring
Software Quality

Using Application Security

|deas shown in this presentation Major revision with lots of new content
and a lot more (based on Maturity Models app)

@ owAsP

Security Project




& C' | Twitter, Inc. [US] https://twitter.com/DinisCruz

o Home ’ Notifications p Messages Search Twitter

TWEETS FOLLOWING FOLLOWERS LIKES

11.9K 264 2,731 1,375 Edit profile

.. Tweets  Tweets & replies Media
Dinis Cruz

@DinisCruz Pinned Tweet

C' | | blog.diniscruz.com

Dinis Cruz Blog

A personal blog about: transforming Web Application Security into an 'Application Visibility' engine, the OWASP O2 Platform, Application/Data
interoperability and a lot more

Home Hire me AppSec Jobs and Projects OWASP 02 Platform Real-Time Vulnerability Feedback in VisualStudio About
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See also:

NEW ERA OF SOFTWARE WITH
MODERN APPLICATION SECURITY

VERSION 1.0 (19/MAR/2016)
CODEMOTION ROME

@DINISCRUZ

http://blog.diniscruz.com/2016/03/new-era-of-software-with-modern.html
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My thesis is that THE POLLUTION ANALOGY

Application Security can be used to ‘ ‘73 m & -, !
: Quai L 7 - g :w.‘d
define and measure Software Quality am \ s

NEW ERA OF
SOFTWARE WITH
MODERN
APPLICATION
SECURITY

”1 ;‘\l ALI C

These tools/techniques are designed to
A) Improve code Quality
B) Make AppSec possible

MODERN APPLICATION SECURITY TECHNICAL DEBT IS A BAD ANALOGY

TDD with Code Coverage Clever Fuzzing

The developers are the ones who pays the debt
Threat Models JIRA Risk workflows

Pollution is a much better analogy
Docker and Containers Kanban for Quality fixes

The key is to make the business accept the risk (i.e the
Test Automation Web Services visualisation debt)

SAST/DAST/IAST/WAF ELK Which is done using the JIRA RISK Workflows

Dl.LJ r‘ISp WWW.OWASP.0ORG

Open Web Application
Security Project



APPSEC AND DEVELOPERS
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Disclamers

¢ (unit) Test - For me a test is anything that can be executed
with one of these Unit Test Frameworks: https://
en.wikipedia.org/wiki/List of unit testing frameworks

 RISK - Abuse the concept, found RISK to be best one for the
wide range of issues covered by AppSec, while being
understood by all players

« 100% Code Coverage - not the summit, but base-camp (i.e.
not the destination). And 100% code is not enough, we really
need 500% or more Code Coverage)

« AppSec ~= Non Functional requirements - AppSec is about
understanding and controlling app’s unintended behaviours

OWARSP

Open Web Application
Security Project



https://en.wikipedia.org/wiki/List_of_unit_testing_frameworks

AppSec vs InfoSec

* This presentations is about AppSec

AppSec is about:

— code, apps, Cl, secure coding standards, threat models, frameworks,
code dependencies, QA, testing, fuzzing, dev environments, DevOps, ....

InfoSec is about:

— Networks, Firewalls, Server security, Anti-virus, IDS, Logging, NOC,
Policies, end-user security, mobile devices, AD/Ldap management, user
provisioning, DevOps, ....

If your ‘InfoSec’ team/person cannot code (and would not be hired
by the Dev team), then that is NOT AppSec.

InfoSec is also very important (workflow described here can also be
used by them)

i} D ' .LJ r‘l WWW.OWASP.ORG
pen LUeb Flppl catlon
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Developers we need you to join AppSec

* You will become a better developer

& Pir ,
_# Dinis Cruz @Dinis . Jun 15

Securlty makes you a better
developer,because "You can't do that”
becomes "You are not supposed to do that"
and eventually "l just did that"

Owasp

* You will be paid better

OWARSP

Open UJ bFlplecatlon
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MATURITY MODELS APP
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Maturity Models

« App used on the JIRA tickets examples

« Open Source (https://github.com/DinisCruz/
Maturity-Models)

 Based on real world mapping of BSIMM on large
organisation

« Starting to be compatible with OWASP
OpenSAMM (help needed)

« Coded in NodeJS and AngularJS (v1) with 90%+
code coverage and full automated Cl

D'uﬂ‘br—’



https://github.com/DinisCruz/Maturity-Models

Visualise Maturity Models

&« (e localhost:3000/view/bsimm/team-A

Maturity Models  Projects  API

BSIMM TEAM-A view radar
_ Governance Intelligence SSDL Deployment
Strategy & Metrics
Conf & Vuln Management , Compliance and Policy Activity Status Activity Status Activity Status Activity Status
[ SM.1.1 ] Yes (AM1.2 Maybe Maybe (GEED Maybe
No AM1.2.1 Maybe Maybe @ERF] Maybe
Software Environment _ Training [ sM.2.3 ] Yes (AM13 Maybe Maybe (GE2 Maybe
(cP1.1] Maybe (AM1.4 Maybe Maybe @GFE Maybe
GbD Yes (SDFi.1 Maybe Maybe EZED Maybe
([ cP2.1 ] Yes (SDFiA4 Maybe Yes @EZEE) Maybe
Penetration Testing————— Attack Models [ cP2.2 ) Maybe | SDF1.2 Maybe Maybe @EZEE) Maybe
([ cP2.4 ] Maybe (SDF121  Maybe Maybe EZD) Maybe
[ P25 ) Maybe (SR..1 Maybe Maybe Maybe
[ cP32 No SR.1.2 Maybe No EED Maybe
' Maybe SR.1.3 Maybe Maybe @E¥ Maybe
Security Testing Security Features & Design m y y y - y
/ ' GCEEFX) Maybe (SR24 No Maybe EXE) Yes
Maybe | SR.2.4.1 No Maybe (@EUTEED Maybe
) No SR.2.6 Maybe Yes EUEE Yes
Code Review Standards & Requirements
Yes (SR25 Maybe Maybe @@EUFED Maybe
Architecture Analvsis - N Mavb. .
T1.7 o CMVM.2.2 aybe e» o
Lovl 1 ’
T25 Yes CMVM.23 Maybe e» -

OWARSP
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Edit Maturity Model

& (& localhost:3000/view/bsimm/team-random/edit Qs 7 &

Maturity Models  Projects  API

BSIMM TEAM-RANDOM

Team Name: Team Random data loaded

Governance Intelligence SSDL Deployment

ID Yes No NA Maybe ID Yes No NA Maybe ID Yes No NA Maybe ID Yes No NA Maybe
SM.1.1 O AM1.2 O AA.1.1 O PT.1.1 O

SM.1.4 O AM1.2.1 O AA14 D PT.1.2 O

SM.2.3 O AM1.3 O CR.1.1 O PT.2.2 O

CP1.1 O AM1.4 O CR.1.2 O PT.2.3 O

CP1.2 O SDF1.1 O CR.1.5 O SE.1.1 O

CP2.1 O SDF.1.1 . CR.2.2 O SE.1.1.1 .

CP2.2 . SDF.1.2 . ST.1.1 . SE.1.1.2 .
CP2.4 O SDF.1.2.1 O ST.1.3 O SE.1.4 O
CP25 O SR.1.1 O ST.1.3.1 O SE.2.2 O

CPR3.2 O SR.1.2 D ST.2.1 O SE.2.4 .
CP3.2.1 . SR.1.3 O ST.2.3 . SE.3.2 .
CP3.2.2 . SR.2.4 . ST.2.5 . SE.3.3 .

T4 O SR.2.4.1 D ST.2.6 O CMVM.1.1 O

T1.2 O SR.2.6 O ST.3.4 O CMVM.1.2 O

T1.6 O SR.2.5 0 ST.3.5 O CMVM.2.1 O

TA.7 O CMVM.2.2 O

T2.5 O CMVM.2.3 O

T2.6 O CMVM.3.1 O

T3.2 O CMVM.3.2 O

T3.4 .

OWASP

Open Web Application
Security Project




View Maturity Model Radar chart

& (& localhost:3000/view/bsimm/team-random/radar

Maturity Models  Projects  API

BSIMM TEAM-RANDOM

team-random bsimm

Strategy & Metrics

Conf & Vuln Management Compliance and Policy
Software Environment Training
Penetration Testing—— ® —————————————AtackModels
Security Testing Security Features & Design
Code Review Standards & Requirements

Architecture Analvsis

OWASP

Open Web Application
Security Project




iew projects and schema

& (& localhost:3000/view

Maturity Models  Projects  API

& (& localhost:3000/view/projects

Maturity Models  Projects APl

Projects

& (& localhost:3000/view/project/bsimm

e appsec, se
DSl =: Maturity Models Projects APl

® opensamm

Project bsimm

- (¢ localhost:3000/view/project/opensamm/schema

o coffee-dg }
Maturity Models  Projects AP

* empty . _—
Schema for Project opensamm - 77 activities
e json-data
Key Level Activity
° Save-test SM.1A 1 Is there a software security assurance program in place?
° team - A SM.1.B 1 Are development staff aware of future plans for the assurance program?
SM.1.C 1 Do the business stakeholders understand your organization’s risk profile?
¢ team-B SM2A 2  Are many of your applications and resources categorized by risk?
SM.28B 2 Are risk ratings used to tailor the required assurance activities?
° team-C SM.2.C 2 Does the organization know about what's required based on risk ratings?
¢ team-ran SM.3A 3  Does the organization know about what's required based on risk ratings?
SM.3.B 3 Does your organization regularly compare your security spend with that of other organizations?
PC.1.A 1 Do project stakeholders know their project's compliance status?
PC.1.B 1 Are iance req f considered by project teams?
PC2A 2 Does the organization utilize a set of policies and standards to control software development?
PC.2.B 2 Are project teams able to request an audit for compliance with policies and standards?
PC3.A 3 Are projects periodically audited to ensure a baseline of compliance with policies and standards?
PC.3.B 3 Does the organization systematically use audits to collect and control compliance evidence?
EG1A 1 Have developers been given high-level security awareness training?
EG.1.B 1 Does each project team understand where to find secure development best-practices and guidance?
EG.2A 2 Are those involved in the development process given role-specific security training and guidance?
EG.2.B 2 Are stakeholders able to pull in security coaches for use on projects?

WJASP

Open Web Application
Security Project




All data stored in JSON (git repo

1 Maturity-Models [[] data [] OpenSAMM-Graphs-Data @ schema.json core - wallaby ¥
o 0 | @ OpenSAMM-Graphs-Data/schema.json m:::
§ v [ Maturity-Models activities Governance
% » Elbin { {
N v [data { {
. v [1BSIMM-Graphs-Data ﬁ }
- v Elteams { {
-“:—’. » [for-dev E {
j‘i_ l:ZﬁJempty.json {
H,' l:Z-Il'Jteam—A.json -
l:'liilteam—B.json {
F’:;il‘lteam—C.json i
[& team-random.coffee {
@ maturity-model.json E
[E] README.md
= schema.json {
» [ Maturity-Models-AppSec E
v O {
v [lteams ﬁ
Eﬁlempty.json
& E
@ maturity-model.json { }
[l README.md ﬁ {
iz schema.json {

OLUASP

Open Web Application
Security Project



I\/Iapped Attack Surface

(& localhost:3000/view/routes

Maturity Models  Projects  API

API| methods

/
/api/v1/data/bsimm/coffee-data/radar
/api/v1/data/bsimm/empty/radar
/api/v1/data/bsimm/json-data/radar
/api/v1/data/bsimm/save-test/radar
/api/v1/data/bsimm/team-A/radar
/api/v1/data/bsimm/team-B/radar
/api/v1/data/bsimm/team-C/radar
/api/v1/data/bsimm/team-random/radar
/api/v1/logs/file/:index
/api/v1/logs/list

/api/v1/logs/path
/api/v1/project/get/:project
/api/v1/project/list
/api/v1/project/schema/:project
/api/v1/routes/list
/api/v1/routes/list-raw
/api/v1/table/bsimm/coffee-data
/api/v1/table/bsimm/empty
/api/v1/table/bsimm/json-data
/api/v1/table/bsimm/save-test

/api/v1/table/bsimm/team-A

/api/v1/table/bsimm/team-B
/api/v1/table/bsimm/team-C
/api/v1/table/bsimm/team-random
/api/v1/team/:project/list
/api/v1/team/bsimm/get/coffee-data
/api/v1/team/bsimm/get/empty
/api/v1/team/bsimm/get/json-data
/api/v1/team/bsimm/get/save-test
/api/v1/team/bsimm/get/team-A
/api/v1/team/bsimm/get/team-B
/api/v1/team/bsimm/get/team-C
/api/v1/team/bsimm/get/team-random
/api/v1/team/bsimm/save/coffee-data
/api/v1/team/bsimm/save/empty
/api/v1/team/bsimm/save/json-data
/api/v1/team/bsimm/save/save-test
/api/v1/team/bsimm/save/team-A
/api/v1/team/bsimm/save/team-B
/api/v1/team/bsimm/save/team-C
/api/v1/team/bsimm/save/team-random
/ping

/view*

DUASP

Open Web Application
Security Project




Continuous Integration (ClI)

1. Dev pushes code to GitHub
2. Github (main code repo)

« sends web hook to Travis
3. Travis

» clones repo, runs tests (APl and Ul)

* builds Docker Image (if all tests
pass)
* push Docker Image to Docker Hub

* clones QA repo fork, sync with QA
repo, adds extra commit to QA
repo fork, pushes to QA repo Fork

4. Docker Hub

» sends web hook to Docker Cloud

@ owAsP

Security Proj ect

5. Docker Cloud

« contacts mapped Node (Digital
Ocean VM with Docker installer)

* docker host pulls image from
Docker cloud

» docker container starts
6.Github (QA fork repo)

« sends web hook to Travis
/. Travis

« clones repo, runs tests (QA
against deployed docker
image on Digital ocean)

o (in the future) will send web
hook to deploy to production
(if all tests pass)

WWW.OWARSP.ORG




Technologies used (40x)

This section contains all the different technologies that | used in
the development of the Maturity-Models project

In alphabetical order

Node modules

o Gul
e [ ] Agile-using-Kandan-WIP E 1 H: pl
° m
* []Bower e [ ] Javascript
e [ ] CoffeeScript . []Jira
: ”CSS e [1JQuery
e []D e [ ] Node
e [ ] Digital Ocean e [ ] Node Express
e [ ] Docker e [ ] Node Fluentnode
e [ ] Docker Hub e [ ] Node JsDom
e [ ] Docker Cloud e [ ] Node Karma
. e [ ] Node Mocha
e [ ] Electrium
) romaton see book for
° u i
. « [ ] Node Npm dehta]flstt?n
o t
B l[ ] Git Branch Y etaecchrc:olo ?(s;:
o it Branches
[]1GitC it L] :
° it Commits
e [ ] Git SourceTree * [ 1Node Supertest PRACTICAL
e [ ] Open Source
e [ ] Git Submodules . []Pug
e [X] Git Tags e [] Travis
° [ ] Git Rebase e [] Wallabst
e [ ] GitHub e [ ] WebStorm

DUASP

Open Web Application
Security Project




SECURITY CHAMPIONS
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Security Champions (SC

What are Security Champions and what do they do?

Security Champions are a key element of an AppSec team, since they create an cross-functional team focused on Application Security

Here is an good definition for you to customise to your culture and workflows:

What is an Security Champion?

« Security Champions are active members of a team that may help to make decisions about when to engage the Security Team
* Act as the "voice" of security for the given product or team
* Assist in the triage of security bugs for their team or area

What do they do?

« Actively participate in the AppSec JIRA and WIKI
« Collaborate with other security champions

» Review impact of 'breaking changes' made in other projects

« Attend weekly meetings

« Are the single point of contact for their assigned team

« Ensure that security is not a blocker on active development or reviews
* Assist in making security decisions for their team

¢ Low-Moderate security impact

« Empowered to make decisions
« Document decisions made in bugs or wiki

« High-Critical security impact
« Work with AppSec team on mitigations strategies
* Help with QA and Testing

« Write Tests (from Unit Tests to Integration tests)
» Help with development of CI (Continuous Integration) environments

http://blog.diniscruz.com/2015/10/what-are-security-champions-and-what-do.html

OWASP

Open Web Application
Security Project




It you don’t have an SC, get a Mug

wsy (3 Po|BULY 3

a13)u] £311n3g pioj

y mn\\m\‘,“ S'.l‘)‘\.)\?”

Basically that 'Security Expert' Mug should represent the fact that at the moment when a developer has an Application
Security question, he might as well ask the dude on that Mug for help :)

| also like that it re-enforces the idea, that for most developer teams, just having somebody assigned to application
security, is already a massive step forward!!

Basically we have such a skill shortage in our industry for application security devs that ‘if you have a heart-beat you
qualify’

OWARSP

Open Web Application

Security Project




JIRA WORKFLOW

OWASP




Proposed JIRA workflow
1.0pen JIRA issues for all AppSec issues

2.Write passing tests for issues reported

3.Manage using AppSec RISK workflow

1.Fix Path: Open, Allocated for Fix, Fix, Test Fix, Close

2.Accept Risk Path: Open, Accept Risk, Approve Risk,
(Expire Risk)

4 Automatically report RISK's status




RISK Workflow (using JIRA in Cloud

IN PROGRESS

AWAITING RISK ACCEPTANCE ALLOCATED FOR FIX FIXING

RISK APPROVAL EXPIRED RISK ACCEPTED TEST FIX

RISK APPROVED RISK NOT APPROVED m

OWASP

Open Web Application
Security Project




PATH #1 - Fix issue

IN PROGRESS

ALLOCATED FOR FIX FIXING

TEST FIX

@ ownse

Security Project




PATH #2 - Accept and Approve RISK

IN PROGRESS

AWAITING RISK ACCEPTANCE

RISK APPROVAL EXPIRED RISK ACCEPTED

RISK APPROVED

OWASP




PATH #2 - Variation when risk not approvead

ALLOCATED FOR FIX

RISK ACCEPTED

RISK APPROVED RISK NOT APPROVED

@ ounsp

0
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‘FIX" PATH
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lssue: Data Files.set File Data - Path Traversal

Create issue £¥ Configure Fields ~
Project @ RISK - AppSec (RISK) -
Issue Type‘ Risk ~®

Summary‘ Data_Files.set_File_Data - Path Traversal
Reporter’ B Dinis [Administrator]
Start typing to get a list of possible matches.
Component/s None
Description Syev B I U A ~v A~ P~ @~ = &= D v v =~

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by design to an
Path Traversal attack.

This will allow any caller to write into files outside the expected data folder

{code}
set_File_Data: (filename, file_Contents) ->
if not filename or not file_Contents
return null

Hhimoanf il N acbacbo tned ladeio~t

Create another Cancel

OWASP

Open Web Application
Security Project




Status: OPEN

o) RISK - AppSec / RISK-4
Data_Files.set _File Data - Path Traversal

# Edit (] Comment Assign  More ~ Close to'In Progress' Admin ~ = ' Export v
Details People
Type: Risk Status: [ OPEN | Assignee: 2] Unassigned
Priority: T Medium (View Workflow) Assign to me
Resolution: Unresolved Reporter: ﬂ: Dinis
Labels: None [Administrator]
Votes: 0
Description Watchers: @ Stop watching this
Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by issue
design to an Path Traversal attack.
This will allow any caller to write into files outside the expected data folder Dates
set_File Data: (filename, file Contents) -> Created: Just now
if not filename or not file_Contents Riek Workflow
return null
if typeof file_ Contents isnt 'string'’ t
return null
file Path = @.find filename cuose =3

if file Path is null or file Path.file Not_Exists()
file Path = @.data_Path.path_Combine filename

file Path.file Write file_ Contents

return file_Path

IN PROGRESS

ANAITING RISK ACCEPTANCE ALLOCATED FOR Fix FOONG

RISK APPROVAL EXPIRED RISK ACCEPTED TEST PIX

At the moment this method is not wired to a controller, but that is exactly what will happen
next (since the point of this method is to allow the existing BSIMM mappings to be edited

RISK APPROVED RISK NOT APPROVED nxeo

OLUASP

Open Web Application
Security Project




Status: IN PROGRESS

8 RISK - AppSec / RISK-4
Data_Files.set_File Data - Path Traversal

# Edit (] Comment Assign  More ~ Allocate for Fix =~ Request Risk Acceptance
Details
Type: Risk Status: IN PROGRESS
Priority: T Medium (View Workflow)
Resolution: Unresolved
Labels: None
Description

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by
design to an Path Traversal attack.

Admin ~

People

Assignee:

Reporter:

Votes:

Watchers:

= ' Export v

) | Unassigned

Assign to me

EJ, Dinis

[Administrator]
0

@ Stop watching this
issue

This will allow any caller to write into files outside the expected data folder sk Workdiow

+

AWAITING RISK ACCEPTANCE

RISK APPROVED

uuuuu

IN PROGRESS.

OWARSP

Open Web Application
Security Project




Status: ALLOCATED FOR FIX

~\\ RISK-AppSec / RISK-4
Data_Files.set File Data - Path Traversal

# Edit () Comment Assign  More ~ Fixing TestFix to'In Progress' Admin ~ = ' Export ~
Details People

Type: Risk Status: ALLOCATED FOR FIX Assignee: K-} Unassigned

Priority: T Medium (View Workflow) Assign to me

Resolution: Unresolved Reporter: Hﬂ Dinis
Labels: None [Administrator]
Votes: 0

Description Watchers: €@ Stop watching this

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by issue

design to an Path Traversal attack.

This will allow any caller to write into files outside the expected data folder s Workdiow

LLLLLLLLLLL

N PROGRESS

AWAITING RISK ACCEPTANCE ALLOCATED FOR FiX FOONG

RESK APPROVAL EXPIRED mSKACCEPT®O  TesTem

OLUASP

Open Web Application
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Status: FIXING

RISK - AppSec / RISK-4
Data_Files.set_File Data - Path Traversal

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by
design to an Path Traversal attack.

# Edit () Comment Assign  More ~ Fixed TestFix back to 'Allocated... Admin ~
Details People
Type: Risk Status: FIXING Assignee:
Priority: T Medium (View Workflow)
Resolution: Unresolved Reporter:
Labels: None
Votes:
Description Watchers:

= ' Export v

Unassigned
Assign to me
n Dinis
[Administrator]

0

@ Stop watching this
issue

This will allow any caller to write into files outside the expected data folder RiskcWorkfiow

+

AWAITING RISK ACCEPTANCE

1N PROGRESS

ALLOCATED FOR Fix Foons

OWARSP

Open Web Application
Security Project




Status: TEST FIX

~ RISK - AppSec / RISK-4
Data_Files.set File Data - Path Traversal

# Edit () Comment Assign  More ~ Fixed back to 'Allocated...  back to 'Fixing' Admin ~ = 'Export v
Details People

Type: Risk Status: TEST FIX Assignee: 2 Unassigned

Priority: 1T Medium (View Workflow) Assign to me

Resolution: Unresolved Reporter: n Dinis
Labels: None [Administrator]
Votes: (]

Description Watchers: € Stop watching this

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by issue

design to an Path Traversal attack.

This will allow any caller to write into files outside the expected data folder Risk Workfiow

W PROGRESS

AWAITING RISK ACCEPTANCE ALLOCATED FORFIX <+ FRON o

RISK APPROVAL EXPIRED RISK ACCEPTED TEST FX

RISK APPROVED WSKNOTAPPROVED  FxeD

OWARSP

Open Web Application
Security Project




Status: FIXED

RISK - AppSec / RISK-4

# Edit (] Comment Assign  More ~
Details
Type: Risk Status:
Priority: T Medium
Resolution:
Labels: None

Description

design to an Path Traversal attack.

back to 'Fixing'

This will allow any caller to write into files outside the expected data folder

= Data_Files.set_File_Data - Path Traversal

back to 'Test Fix&... Admin ~
People
[ FIXED | Assignee:
(View Workflow)
Unresolved Reporter:
Votes:
Watchers:

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by

= ' Export v

Unassigned
Assign to me
EJ, Dinis
[Administrator]

0

€@ Stop watching this
issue

Risk Workflow

OWARSP

Open Web Application
Security Project

cLOoSED

N PROGRESS

AVAITING RISK ACCEPTANCE

uuuuuu ROVAL EXPIRED RISK ACCEPTED

ALLOCATED FOR PIX rooNG

rrrrrrr




PATH ‘RISK ACCEPT/APPROVE’

OWASP




RISK: Support for coftee allows RCE

Create issue

Project‘

Issue Type‘

Summary‘

Reporter‘

Component/s

Description

Fix Version/s

Priority

£+ Configure Fields ~

@ RISK - AppSec (RISK) v

- O

Risk

Support for coffee file to create dynamic data sets allow RCE

B Dinis [Administrator]
Start typing to get a list of possible matches.
None

Related to #24, this is the feature that is currently used to create random data sets (for example
on http://localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo), he will
have RCE on the server (when the team data is loaded)

Note that at the moment only json files are supported for remote editing (see #25)

E®

None

T Medium

Create another m Cancel

OWARSP

Open Web Application
Security Project




Status: OPEN

~3 RISK-AppSec / RISK-3

. Support for coffee file to create dynamic data sets allow RCE

# Edit () Comment Assign  More ~ Close to'In Progress' Admin ~
Details
Type: Risk Status: [ OPEN |
Priority: T Medium (View Workflow)
Resolution: Unresolved
Labels: None
Description

Related to #24, this is the feature that is currently used to create random data sets (for
example on http://localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo), he
will have RCE on the server (when the team data is loaded)

Note that at the moment only json files are supported for remote editing (see #25)

Attachments

@ Drop files to attach, or browse.

= ' Export v

People
Assignee: 2 Unassigned
Assign to me
Reporter: ﬂ Dinis
[Administrator]
Votes: 0
Watchers: @ Stop watching this
issue
Dates
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Status: IN PROGRESS

o RISK - AppSec / RISK-3
Support for coffee file to create dynamic data sets allow RCE

# Edit () Comment Assign  More ~ Allocate for Fix = Request Risk Acceptance Admin ~
Details People
Type: Risk Status: IN PROGRESS Assignee:
Priority: T Medium (View Workflow)
Resolution: Unresolved Reporter:
Labels: None
Votes:
Description Watchers:

Related to #24, this is the feature that is currently used to create random data sets (for
example on http://localhost:3000/view/team-random )

= 'Export ~

Unassigned
Assign to me
ﬂi Dinis
[Administrator]

0

€ Stop watching this
issue

This means that if an attacker is able to edit an data-set (for example on the GitHub repo), Fsk ordow

will have RCE on the server (when the team data is loaded) G

Note that at the moment only json files are supported for remote editing (see #25)

RISK APPROVAL EXPIRED RISK ACCEPTED

oPEN

INPROGRESS

RISK NOT APPROVED FXED
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Status: AWAITING RISK ACCEPTANCE

0 RISK - AppSec / RISK-3
Support for coffee file to create dynamic data sets allow RCE

# Edit (] Comment Assign  More ~ Accept Risk  to 'In Progress' Admin ~ = ' Export ~
Details People
Type: Risk Status: AWAITING RISK ACC... Assignee: 22 Unassigned
Priority: 1 Medium (View Workflow) Assign to me
Resolution: Unresolved Reporter: ﬁa Dinis
Labels: None [Administrator]
Votes: 0
Description Watchers: € Stop watching this
Related to #24, this is the feature that is currently used to create random data sets (for issue

example on http://localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo),| Risk Workflow
will have RCE on the server (when the team data is loaded) 5

Note that at the moment only json files are supported for remote editing (see #25)

W PROGRESS

AWAITING RISK ACCEPTANCE ALLOCATED FOR FIX FOONG

RISK APPROVED RISKNOTAPPROVED FIXED
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Status: RISK ACCEPTED

) RISK - AppSec / RISK-3
Support for coffee file to create dynamic data sets allow RCE

# Edit (] Comment Assign  More ~ Approve Risk = Don't Approve Risk Admin ~ = Export ~
Details People

Type: Risk Status: RISK ACCEPTED Assignee: 0 Unassigned

Priority: T Medium (View Workflow) Assign to me

Resolution: Unresolved Reporter: aﬂ Dinis
Labels: None [Administrator]
Votes: 0

Description Watchers: @ Stop watching this

Related to #24, this is the feature that is currently used to create random data sets (for issue

example on http://localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo), ¥ """

will have RCE on the server (when the team data is loaded) +

Note that at the moment only json files are supported for remote editing (see #25) o |— orm

N PROGRESS

RESK APPROVAL EXPIRED RISK ACCEPTED.

RISK APPROVED RISK NOT APPROVED
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Status: RISK APPROVED

~W\ RISK-AppSec / RISK-3
Support for coffee file to create dynamic data sets allow RCE

# Edit (] Comment Assign  More ~ Expire Risk Approval = Don't Approve Risk Admin ~ = ' Export v
Details People

Type: Risk Status: Assignee: 721 Unassigned

Priority: T Medium (View Workflow) Assign to me

Resolution: Unresolved Reporter: Hi Dinis
Labels: None [Administrator]
Votes: 0

Description Watchers: @ Stop watching this

Related to #24, this is the feature that is currently used to create random data sets (for issue

example on http:/localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo), Fisk ondow

will have RCE on the server (when the team data is loaded) +

Note that at the moment only json files are supported for remote editing (see#25) |  cow

N PROGRESS

AWAITING RISK ACCEPTANCE ALLOCATED FOR FIX
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Status: RISK APPROVED EXPIRED

RISK - AppSec / RISK-3
Support for coffee file to create dynamic data sets allow RCE

# Edit (] Comment Assign  More ~ Request Risk Acceptance = Approve Risk Admin ~ = ' Export v
Details People

Type: Rlsk Status: RISK APPROVAL EX... Assignee: ) Unassigned

Priority: T Medium (View Workflow) Assign to me

Resolution: Unresolved Reporter: ai Dinis
Labels: None [Administrator]
Votes: 0

Description Watchers: @ Stop watching this

Related to #24, this is the feature that is currently used to create random data sets (for issue

example on http://localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo),| Risk Werkflow

will have RCE on the server (when the team data is loaded) .

Note that at the moment only json files are supported for remote editing (see #25)

W PROGRESS

ARAITING RISK ACCEPTANCE ALLOCATED FOR FIX PN

RISKAPPROVALEXPRED ~ msKAccesTSO  TesTMx
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All status changes are tracked

Activity

Al Comments Worklog History Activity

B Dinis [Administrator] created issue - 5 minutes ago

& Dinis [Administrator] made changes - 4 minutes ago
Field Original Value
Status Open[1]

& Dinis [Administrator] made changes - 3 minutes ago

Status In Progress [ 3]

& Dinis [Administrator] made changes - 2 minutes ago
Status Awaiting Risk Acceptance [ 10007 ]

B Dinis [Administrator] made changes - 1 minute ago
Status Risk Accepted [ 10008 ]

& Dinis [Administrator] made changes - 1 minute ago
Status Risk Approved [ 10009 ]

& Dinis [Administrator] made changes - Just now
Status Risk Approval Expired [ 10011 ]

New Value

In Progress [ 3]

Awaiting Risk Acceptance [ 1

Risk Accepted [ 10008 ]

Risk Approved [ 10009 ]

Risk Approval Expired [ 1001

Risk Approved [ 10009 ]

OLUASP
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CASE STUDY: WHEN | CREATED A
VULNERABILITY
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Feature request: Allow data editing on Ul

« Here is the code | wrote (at the Data Layer)

set_File_Data: (filename, file_Contents) —>

if not filename or not file_Contents
return null

if typeof file_Contents isnt 'string'
return null

file_Path = @.find filename

if file_Path is null or file_Path.file_Not_Exists()
file_Path = @.data_Path.path_Combine filename

file_Path.file_Write file_Contents

return file_Path

« This method is designed to be called by the
controller (i.e. rest api endpoint):
OWASP

Open Web Application




Data_ Files.set File Data - Path Traversal

G4+ LW DinisCruz opened this issue 27 days ago - 2 comments

DinisCruz commented 27 days ago * edited Owner

Current implementation of Data_Files.set_File_Data (here and below) is vulnerable by design to an Path
Traversal attack.

This will allow any caller to write into files outside the expected data folder

set_File_Data: (filename, file_Contents) —>

if not filename or not file_Contents
return null

if typeof file_Contents isnt 'string’
return null

file_Path = @.find filename

if file_Path is null or file_Path.file_Not_Exists()
file_Path = @.data_Path.path_Combine filename

file_Path.file_Write file_Contents

return file_Path

OWARSP

Open Web Application
Security Project




Regression test that passes on issue

describe '_securtiy | Al - Injection', —>

# https://github.com/DinisCruz/BSIMM-Graphs/issues/21
it 'Issue 19 - Data_Files.set_File_Data - Path Traversal', —>
using new Data_Files(), —>

folder_Name = 'outside-data-root'
file_Name = 'some-file.txt'
file_Content = 'some content'

target_Folder = @.data_Path.path_Combine('../' + folder_Name) # Create targe
.folder_Create()

.assert_Folder_Exists() ¢ Confirm it ex
target_Folder.path_Combine(file_Name) # Create target
.file_Write(file_Content)
.assert_File_Exists() # Confirm it ex
payload = "../#{folder_Name}/#{file_Name}"

'new - content'

new_Content

@.data_Path.path_Combine(payload)
.file_Contents().assert_Is file_Content ¢ Confirm origi

@.set_File_Data payload, new_Content
@.data_Path.path_Combine(payload)
.file_Contents().assert_Is_Not file_Content # Confirm origi

.assert_Is new_Content # Confirm that

target_Folder.folder_Delete_Recursive().assert_Is_True() ¢ Delete temp f¢

OWARSP

Open Web Application
Security Project




Data_Files.set File Data - DoS via filename

G« L0l DinisCruz opened this issue 27 days ago - 1 comment

]
& DinisCruz commented 27 days ago  edited Owner

As seen in #19 the set_File_Data: (filename, file_Contents) method does not check the size (and
contents) of the filename and file_Contents variables.

The problem is that they are strings, which means that they can be huge:

» http://appsandsecurity.blogspot.co.uk/2013/05/should-string-be-abstract-class.html

» http://1raindrop.typepad.com/1_raindrop/2013/04/security-140-conversation-with-john-wilander.html

» https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/String

» http://stackoverflow.com/questions/2219526/how-many-bytes-in-a-javascript-string

» http://stackoverflow.com/questions/24153996/is-there-a-limit-on-the-size-of-a-string-in-json-with-
node-js

And since those values are used to on the name and contents of files written on disk, in addition to
possible probs in the Node Heap, this function can be used to fill up the disk

Here is the test for this issue which proves that we can create large files and also detects some weird
behaviours on the file name size (which is different in wallaby, mocha and travis)

OLUASP

Open Web Application
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it.only 'Issue 20 - Data_Files.set_File_Data — DoS via filename and file_Contents', —
using new Data_Files(), —>
create_File = (file_Size, content_Size, should_Work)=>
file_Name = file_Size .random_String()
file_Contents = content_Size.random_String()
file_Path @.data_Path .path_Combine(file_Name)

file_Path.assert_File_Not_Exists() t conft

@.set_File_Data file_Name, file_Contents # PAYLOAD: create file

if should_Work # if i

file_Path.
file_Path.
file_Path.
else
file_Path.

testing mult

create_File 10

assert_File_Exists()
file_Delete().assert_Is_True()
assert_File_Not_Exists()

assert_File_Not_Exists()

= ulrdds

iple fi
,10 , true

create_File 100,10 , true

create_File 156,10 , true
create_File

#create_File 208,10

create_File 512,10 , false 7 n trav

157 10
127, ]

false nteresting in wallaby, a

false

iple file contents

,10 , true 10 bytes
,100 , true # 100 bytes
, 10000 , true 10 Kb

, 1000000 , true # 1 Mb

, 10000000 , true t 10 M ke
, 100000000 , true # 100 Mb will work and tal

testing mult
create_File 10
create_File 10
create_File 10
create_File 10
create_File 10
create_File 10

OWARSP
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Data_Files.set_File_Data - allows creation of files with any
extension

(G4 LIl DinisCruz opened this issue 27 days ago - 1 comment

‘7“
é DinisCruz commented 27 days ago * edited Owner

Related to #19 and #20 , at the moment there is no limitations on the type of files that can be saved.
According with the current design, the only file paths that should be supported are .json files

Here is the test that proves the issue

it 'Issue 23 - Data_Files.set_File_Data - allows creation of files with any extension', -
using new Data_Files(), —>
create_File = (extension)=>
file_Name = 10.random_String() + extension
file_Contents = 10@.random_String()
file_Path @.data_Path .path_Combine(file_Name)

@.set_File_Data file_Name, file_Contents f PAYLOAD: create file

file_Path.assert_File_Exists() confirm file exists
.file_Delete().assert_Is_True() delete temp le

create_File '.json' these are the ones

create_File '.json5' f these are the ones t
create_File '.coffee'

create_File '.js'

create_File '.exe'

create_File '.html'

create_File '.css'

create_File '...'

OWASP
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Data_Files.set_File_Data - allows editing of coffee-script files

(RCE)

(6« W DinisCruz opened this issue 27 days ago - 3 comments

n’i‘
é DinisCruz commented 27 days ago - edited Owner

Related to #23 it will be possible to do RCE on the server by editing one of the existing data coffee-scripts
files (for example the one used to create random data)

Here is the code from Data-Files that creates the security issue, note how the file is updated and the
code is executed

it 'Issue 24 - Data_Files.set_File_Data - allows editing of coffee-script files (RCE)', -

using new Data_Files(), —>
# PREPARE
new_File_Contents = 'module.exports = ()-> 40+2'
file_Name 'coffee-data’
file_Path = @.find_File file_Name
file_Contents = file_Path.file_Contents()
@.get_File_Data(file_Name).user.assert_Is 'in coffee' # confirm original data

# TEST

@.set_File_Data file_Name, new_File_Contents # PAYLOAD make change
file_Path.file_Contents().assert_Is new_File_Contents # confirm it
delete require.cache[file_Path] # clean the ach
@.get_File_Data(file_Name).assert_Is '42' # it should be 42 now

¥ CLEAN

@.set_File_Data file_Name, file_Contents # restore file contents
file_Path.file_Contents().assert_Is file_Contents # confirm i 21
delete require.cache[file_Path] # clear the cache again
@.get_File_Data(file_Name).user.assert_Is 'in coffee' # confirm original data

OWARSP

Open Web Application
Security Project

Labels
risk - fixed
risk - high
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Milestone
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Assignees
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Notifications
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Fix for Path transversal

¥
i DinisCruz commented 27 days ago * edited Owner

This has now been fixed.

Here is the updated version of this method that doesn't have the path traversal issue

set_File_Data: (filename, file_Contents) —>

if not filename or not file_Contents # check if both values are set
return null

if typeof file_Contents isnt 'string' # check if file_Contents is a stri
return null

file_Path = @.find_File filename # resolve file path based on file |

if file_Path is null or file_Path.file_Not_Exists() # check if was able to resolve it
return null

file_Path.file_Write file_Contents

OWARSP

Open Web Application
Security Project




Regression test

For reference here is the regression test that confirms that it is not possible to write to files outside the
data folder:

describe '_regression | Al - Injection', —>

https://qi

it 'Iésue 19 - Data_Files.set_File_Data - Path Traversal', —>
using new Data_Files(), —>

hub.com/DinisCruz/BSIMM-Graphs/issues/21

folder_Name = 'outside-data-root'
file_Name = 'some-file.txt'
file_Content = 'some content'

target_Folder = @.data_Path.path_Combine('../' + folder_Name) # Create targe
.folder_Create()
.assert_Folder_Exists() # Confirm exists

target_Folder.path_Combine(file_Name) Create tar
.file_Write(file_Content)
.assert_File_Exists() Confirm it exists

payload ", ./#{folder_Name}/#{file_Name}"
new_Content = 'new - content'

@.data_Path.path_Combine(payload)

.file_Contents().assert_Is file_Content # Confirm o ina 0
assert_Is_Null @.set_File_Data payload, new_Content # PAYLOAD: Crec
@.data_Path.path_Combine(payload)

.file_Contents().assert_Is file_Content # Confirm original content
target_Folder.folder_Delete_Recursive().assert_Is_True() t Delete temp

OWARSP
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LET'S SEE HOW IT LOOKED IN
THE CODE

OWASP




...before the vuln is created

#set_File_Data: fileName

list: ()=>
@.files().file_Names()

files: =>
values = []
for file in @.data_Path.files_Recursive()
if file.file_Extension() in ['.json', '.json5', '.coffee'l]
values.push file.remove(@.data_Path)
values

OWARSP

Open Web Application
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...when the vuln is created

set_File_Data: (filename, file_Contents) —>

if not filename or not file_Contents
return null

if typeof file_Contents isnt 'string'
return null

file_Path = @.find filename

if file_Path is null or file_Path.file Not Exists()
file_Path = @.data_Path.path_Combine filename

file_Path.file_Write file_Contents

return file_Path

@ owAsP

Security Project




... adding comments

set_File_Data: (filename, file_Contents) —> # todo: add security issue: that this method will allow the writing
if not filename or not file_Contents # of any file (not just the files in the data

return null
if typeof file_Contents isnt 'string'
return null
file_Path = @.find filename
if file_Path is null or file_Path.file_Not_Exists()
file_Path = @.data_Path.path_Combine filename # todo: add security
file_Path.file_Write file_Contents
return file_Path

folder, which are the ones that should be edited)

LC

todo: add security issue: filename is not valic

issue: directory transvesal

todo: add security issue: no authorization, will write outside d

OWASP

Open Web Application
Security Project




...after issues are created

# Issue 19 - Data_Files.set_File_Data - Path Traversal
# Issue 2 et_File_Data - DoS via filename and file_Cor
# Issue 23 - Data_Files.set File Data - allows creation of files with any extension
set_File_Data: (filename, file_Contents) —>
if not filename or not file_Contents
return null
if typeof file_Contents isnt 'string'
return null
file Path = @.find filename
if file_Path is null or file_Path.file_Not_ Exists()
file_Path = @.data_Path.path_Combine filename
file_Path.file_Write file_Contents
return file_Path

)@ — Data Files.s

OWASP
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...Improving comments

# Issue 19 - Data_Files.set_File_Data - Path Traversal
Issue 20 — Data_Files.set _File_Data - DoS via filename and file_Contents
# Issue 23 - Data_Files.set_File_Data - allows creation of files with any extension

set_File_Data: (filename, file_Contents) —>

if not filename or not file_Contents # check if both values are set
return null

if typeof file_Contents isnt 'string' # check if file_Contents is a string
return null
file_Path = @.find_File filename # resolve file path based on file name

if file_Path is null or file_Path.file_Not_Exists() # check if was able to resolve it
return null

file_Path.file_Write file_Contents

OWASP
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...updating issues after 1st fix

Files.set_File_Data - allows editing of coffee-script files (RCE)

Issue 25 - Refactor set_File_Data to Set_File_Data_JSON

|

Issue 26 Data_Files.set_File_Data - DoS via file_Contents

set_File_Data: (filename, file_Contents) —>

if not filename or not file_Contents # check if both values are set
return null

if typeof file_Contents isnt 'string' # check if file_Contents is a string
69 return null

file_Path = @.find_File filename # resolve file path based on file name

if file_Path is null or file_Path.file_Not_Exists() # check if was able to resolve it
return null

file_Path.file_Write file_Contents

OWARSP
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... after final fix

# Issue 26 - Data_Files.set_File_Data - DoS via
set_File_Data_Json: (filename, json_Data) —>

f

ile_Contents

if not filename or not json_Data # check if both values are set
return null

if typeof json_Data isnt 'string' # check if file_Contents is a string
return null

try # confirm that json_Data parses OK into JSON
JSON.parse json_Data

catch
return null

file_Path = @.find_File filename # resolve file path based on file name

4

if file_Path is null or file_Path.file_Not_Exists() # check if was able to resolve it
return null

if file_Path.file_Extension() isnt '.json' # check that the file is .json
return null

file_Path.file_Write json_Data # after all checks save file
return file_Path.file_Contents() is json_Data # confirm file was saved ok

OWARSP
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KEY CONCEPTS FOR
JIRA RISK WORKFLOW
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Key tor AppSec JIRA workflow is this button

Accept Risk

WJASP

Open Web Application
Security Project

RISK - AppSec / RISK-3

B¢ Support for coffee file Ye.create dynamic data sets allow RCE

# Edit () Comment Assign  More ~ Accept Risk = to'In Progress' Admin ~

Details
Type: Risk Status: AWAITING RISK ACC...
Priority: T Medium (View Workflow)
Resolution: Unresolved
Labels: None
Description

Related to #24, this is the feature that is currently used to create random data sets (for
example on http://localhost:3000/view/team-random )

This means that if an attacker is able to edit an data-set (for example on the GitHub repo), he

will have RCE on the server (when the team data is loaded)

Note that at the moment only json files are supported for remote editing (see #25)

People

Assignee:

Reporter:

Votes:

Watchers:

Dates

Created:
Updated:

=z ' Export v

Q| Unassigned

Assign to me

B, Dinis

[Administrator]
0

@ Stop watching this
issue

2 minutes ago
Just now




Separate JIRA project

* This is a separate JIRA repo from the one used by devs
— | like to call that project ‘RISK’

— This avoids project ‘issue creation’ politics and ‘safe harbour for:
« known issues
« ‘shadow of a vulnerability’ issues
e 'this could be an problem..." issues

« ‘app is still in development’ issues

— When deciding to fix an issue:

« thatis the moment to create an issue in the target project JIRA (or
whatever bug tracking system they used)

— When issue is fixed (and closed on target project JIRA):

« AppSec confirms fix and closes RISK

i} D ' .LJ r‘l WWW.OWASP.ORG
Open Web Application

Security Project



Always moving until fix or acceptance

« Key is to understand that issues need to be
moving on one of two paths:

— Fix
— Risk Accepted (and approved)

 Risks (i.e. issues) are never in ‘Backlog’

e |f an issue is stuck in 'allocated for fix’, then
it will be moved into the ‘Awaiting Risk
Acceptance’ stage




You need volume

e If you don’t have 350+ issues on your JIRA RISK
Project, you are not playing (and don’t have
enough visibility into what is really going on)

o Allow team A to see what team B had (and scale
due due to issue description reuse)

 Problem is not teams with 50 issues, prob is team
with 5 issues

» This is perfect for Gamification and to provide
visibility into who to reward (and promote)

OWARSP

Open Web Application
Securit y Project




Threat model

« All issues identitied in Threat Models are
added to the JIRA RISK project

« Create Threat models by

— layer

— feature

— bug

« ... that is a topic for another talk

umumsv




Mapping to InfoSec risks

Details
] Risk % Open (View Workflow)
Major ‘ Unresolved
appsec Authentication appsec:Authorization appsec:Next-SC-Meeting
Critical

Application zlopment security

Labels for
None ~ reporting

Information security policies

Organisation of information security a nd
Human resource security .

Asset management fl |terS
Access control

Cryptography

Physical and environmental security

Operations and communications security

]

Change management
Information security incident management

Risk management

Business continuity and technology disaster recovery
Information assurance and compliance

Dl.LJ r‘ISp WWW.OWASP.0ORG

Open Web Application
Security Project




Mapping JIRA Tickets to Tests

« Risk / RISK-341

4 - Missing SSL HSTS Header Results Y

# Edit & Comjnent Assign = More ~ to 'Test Fix'  To'In Progress' = WoOrRH

| ga | Page_Home

Details : | security | regression | live | headers

' | security | regression | live | ssl

Priority:  Major (View Workflow) , | security | vulns | live | ssl

Component/s : Resolution: Unresolved v o) |ssue 341 - Missing SSL HSTS header

Labels: appsec:HSTS

Type *) Risk Status: % Allocated for Fix

Business Impact: Significant
Likelihood: Possible
Calculated Risk: High

Risk: Medium

Description

In order to really enfdrce ssl we also need the JIRA server to set the HSTS header (see
https://www.owasp.ofg/index.php/HTTP_Strict_Transport_Security )

s Vulns.live.ssl.coffeq x

request = fequire 'request’

describe ' security | vulns | live | ssl', —>
it 'Issue 341 - Missing SSL HSTS header', (done)—>
url = [ 1
request.get url, (error, res, data)—>
res.headers.keys().size().assert_Is 13
res.headers.keys().assert_Is [ 'date', 'x-frame-options', 'set-cookie','expires','cache-control’,'pragma’,

‘access-control-allow-headers’,
'keep-alive', 'connection’', 'transfer-encoding', 'content-type' ]
assert_Is_Undefined res.headers|['strict-transport-security’']

1
2
3
4
5
6
7
8
9 ‘access-control-allow-origin', 'access-control-allow-methods’,
10
11
12
13 done()

OWASP WWW.OWASP.ORG
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JIRA AppSec Dashboards

AppSec - £+ Tools ~

Ple Chart: RISK - Blogs Filter Results: Risk - ]l Awaiting Risk Acceptance (m N 3
Key Summary Risk Status
RISK- # Awaiting Risk Acceptance
Awaiti
Rau'sllng RISK-| # Awaiting Risk Acceptance
Allocated
A(ce-ptan(e for Fix =
RISK- # Awaiting Risk Acceptance % ~
RISK- ’ Awaiting Risk Acceptance
RISK- * Awaiting Risk Acceptance
Open =4
RISK-] # Awaiting Risk Acceptance
Fixed = 1
Test Fix = 8 xe RISK- * Awaiting Risk Acceptance
In Progress
=1
RISK-] # Awaiting Risk Acceptance
Total Issues: 27  Statistic Type: Status
1-80f8

Filter Results: Risk - ]l Allocated for Fix

Key Summary Risk Status Filter Results: Risk -- Risk Accepted

- H h "
RISK 9 # Allocated for Fix No matching issues found.
RISKA Low # Allocated for Fix
RISK] Medium @ Allocated for Fix Filter Resuits: Risk - [l Test Fix
. K Summa Risk Status
RISKA Medium & Allocated for Fix % AL
- RISK-288 Medium o Test Fix
RISK- Medium & Allocated for Fix
RISK-284 Medium % Test Fix

OLUASP
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Weekly emails with Risk status

| | N Today at 08:19
To:[ j Cc: Dinis Cruz
Risk Accepted

Hi,
We are reviewing the areas of the risk that has been accepted.
The following screenshot shows your team’s related ticket.

Filter Results:_- Risk Accepted

Key Summary Assignee Risk Accepted by

RISK-1

RISK-2

RISK-2
RISK-2
RISK-2

RISK-1

RISK-1

RISK-1

RISK-1

RISK-1

1-100f 27
123)
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Other powertul JIRA features

« Components (one per team or project)
« Labels (to add metadata to issues, for OWASP Top 10)
e Links

— connect with internal/external issues and

— external resources
« Auto emails
« Copy and paste of images into description
« Markdown
 Security restrictions (use with care)
 Security lock certain actions
« Extra workflow actions for example when moving state)

« Create APPSEC JIRA project for AppSec related tasks (like ‘Create Threat
Model for app XYZ')

D ' 'LJ r‘l S D WWW.OWARSP.ORG
Open Web Application

Security Project



GITHUB RISK WORKFLOW
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Using GitHub (instead of JIRA)

© A1 - Injection © quality
: Labele © A2 - Broken Authentication © question
A1 - Injection .
o on © A6 - Sensitive Data Exposure S
risk - accepted
© A11-DoS
security © research
vill have
© bug
© risk - accepted
©ci
© risk - fixed
Labels © duplicate
A1 - Injection © risk - high
aved. © hack
risk - medium
. © risk - low
risk - to fix © help wanted
security © risk - medium
© invalid
© new feature © risk - to accept
Label
bes © risk - to fix
A1 - Injection
Path
risk - fixed S P1 © security

risk - medium

security

4 K4
SR

© test needed
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@/

@/

@/

@/

&

Server web root (i.e. path) is exposed by API A6 - Sensitive Data Exposure risk - accepted risk - low |security
test needed

#31 opened 26 days ago by DinisCruz

All server logs are exposed via AP| A6 - Sensitive Data Exposure risk - accepted risk - low |security test needed
#30 opened 26 days ago by DinisCruz

Data_Files.set_File_Data - DoS via file_Contents A1 -Injection risk - accepted risk - low | security
#26 opened 27 days ago by DinisCruz

Data_Files.set_File_Data - allows editing of coffee-script files (RCE) risk-fixed |risk-high security
#24 opened 27 days ago by DinisCruz

Data_Files.set_File_Data - allows creation of files with any extension A1-Injection risk - medium risk - to fix
security
#23 opened 27 days ago by DinisCruz

Write regression test to prove that Data-Files.find method is not vulnerable to A1-Injection A1 - Injection
risk - accepted security test needed
#22 opened 27 days ago by DinisCruz

Data_Files.set_File_Data - DoS via filename risk-fixed risk - medium  security test needed
#20 opened 27 days ago by DinisCruz

Data_Files.set_File_Data - Path Traversal A1 -Injection risk-fixed risk- medium  security
#19 opened 27 days ago by DinisCruz

Api-Controller - filename is a string and it is not validated risk-accepted |security test needed
#18 opened 28 days ago by DinisCruz

There is no data classification of assets used A6 - Sensitive Data Exposure risk - accepted risk - low | security
#17 opened 28 days ago by DinisCruz
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& Data_Files.set_File_Data - allows editing of coffee-script files (RCE) risk-fixed |risk-high |security G-
#24 opened 27 days ago by DinisCruz

(& Data_Files.set_File_Data - DoS via filename risk-fixed risk - medium |security test needed (-
#20 opened 27 days ago by DinisCruz

& Data_Files.set_File_Data - Path Traversal A1 -Injection risk-fixed risk - medium |security (-
#19 opened 27 days ago by DinisCruz
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Example with DoS issue

Project list gets data from File System and allows DoS (with

large amounts of requests)

[6Z LN DinisCruz opened this issue 17 days ago - 3 comments

B

DinisCruz commented 17 days ago * edited

this code will transverse the file system

()=>
f = {}
for folder in @.data_Path.folders_Recursive()
fig_File = folder.path_Combine @.config_File
if config_File.file_Exists()
ata = config_File. load_Json()
if data and data.key
projects [data.key] =
path: folder
data: data
projects

list:

Edit

Owner Labels

Here is the test that confirms the DoS prob

describe '_regression | A1l - DoS', —>

sCruz/BSIMM-Gr
data from File

https://github.com/Din aphs/issu
it 'Issue 72 - Project list get
using new Data_Project(), —>
start = Date.now();
test_List = (index, next)=>
@. list().assert_Is_Object()

next()

© “ DinisCruz added test needed risk - to accept security A11-DoS risk - accepted and removed risk - to

accept labels 17 days ago
DinisCruz commented 17 days ago

accepting risk

@ A8 DinisCruz closed this 17 days ago

OWASP
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Security Project

Owner

System and could cause DoS', ()—>
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TDD

» For TDD to be productive you need
— Real time unit test execution (when hands lift)
— Real time code coverage
« TDD focus needs to be on
— making developers more productive
— preventing developers from switching context

o [ 99% code coverage doesn't happen ‘by
default’ TDD workflow is not working

OWARSP
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TDD in WebStorm with WallabyJS

: table.page.pug [;’Table-~ControlIer.coffee

hl & angular.module( )

pre .controller ($scope, $SrouteParams, MM_Graph_API)->
@ project = $routeParams.project
& team = SrouteParams. team
3 project team
@ $scope.project = project
g $scope. team = team

& MM_Graph_API.view_Table project, team, (data)->

$scope.table = data

[;’table.page.test.coffee f."TabIerController‘test,coffee
@A describe = 3 describe >
&) $scope =
) project - routeParams =
1) team = @ project =
a8 options = ) team =
project : project =
team : team beforeEach —>
url_Data : path: #{project}/#{team} value: { metadata: 42} @ module( )
url_Location 3 #{project}/#{team}
url_Template_Key: beforeEach —>
inject (Scontroller, S$rootScope)->
view = $scope = $rootScope.S$new()
routeParams = project : project , team: team
£ $controller( { $scope: $scope, $routeParams : routeParams })
5] 2 it ->
=) ) (options).run() using $scope, —>
.project
it =S 2 .team
view.$( ).html().a rt_Is

view. $( ) html().assert_Is
view. route.$$route.controller.assert_Is
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What happens when you increase attack surface

&

( Api_Base = require

_ Api_Logs Api_Base
constructor: (options)—>
O .options = options || {}
C . logs_Folder = __dirname.path_Combine(
\ ()
add_Routes: ()
C .add_Route .path
C .add_Route . list
\ .add_Route .file

list: (req, res)
res.send @.logs_Folder.files().file_Names()

file: (req, res)
index = parselnt(req.params?.index)
N is_Number(index)

file_Name = @.logs_Folder.files().file_Names() [index]
B file_Path = @.logs_Folder.path_Combine file_Name

\

\

(

C if file_Name
\

( file_Path.file_Exists()

\ res.send file_Path.file_Contents()
res.send

path: (req, res)
. res.send @.logs_Folder

OWASP

Open Web Application
Security Project

[ Server.test.coffee

- .server_Url().assert_Is
it ()—>
using server, —>
.setup_Server()
.add_Controllers()
.add_Redirects()
.add_Angular_Route()
, version =
B expected_Routes = [
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
#{version}
current_Routes = @.routes()

route expected_Routes
current_Routes.assert_Contains route

route current_Routes

expected_Routes.assert_Contains route



You want a test to fail

@ Api_Base = require B .server_Url().assert_Is
] Api_Logs Api_Base . it ()—>
constructor: (options)-> _ using server, -> [assert_Contains]
O .options = options || {} [ ] .setup_Server()
(@] .logs_Folder = __dirname.path_Combine( ) [ ] .add_Controllers()
O () [ ] .add_Redirects()
[ ] .add_Angular_Route()
add_Routes: () [ ] version =
O .add_Route .path [ ] expected_Routes = [
O .add_Route .list #{version}
a .add_Route .file #{version}
O .add_Route .path #{version}
O #{version}
#{version}
list: (req, res) #{version}
O res.send @.logs_Folder.files().file_Names() #{version}
#{version}
file: (req, res) #{version}
] index = parseInt(req.params?.index) #{version}
O is_Number(index) #{version}
O file_Name = @.logs_Folder.files().file_Names() [index] #{version}
O file_Name #{version} ]
O file_Path = @.logs_Folder.path_Combine file_Name [ ] current_Routes = @.routes()
O file_Path.file_Exists()
O res.send file_Path.file_Contents() [ ] route expected_Routes
[ ] current_Routes.assert_Contains route
)] res.send
[ ] route current_Routes
path: (req, res) [ ] ® Iconsole.log route /api/vl/logs/path_2
] res.send @.logs_Folder _ expected_Routes.assert_Contains route [assert_Contains]
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TDD in WebStorm with WallabyJS

[; Server.test.coffee P.’

([

Data_Files = require

describe ->
it -
using Data_Files(), —>
project =
file_Name =
file_Path = @.find_File(project, file_Name)

create_File = (size)
new_File_Contents = { data: size.random_String() }.json_Str()
file_Path.assert_File_Exists()

.set_File_Data_Json project,file_Name, new_File_Contents
.assert_Is_True()

file_Path.file_Contents().assert_Is new_File_Contents
.assert_Size_Is (size + 11)

restore_File = ()
original_Content = { - }
.set_File_Data_Json project,file_Name, original_Content.json_Pretty()
.assert_Is_True()

create_File
create_File
create_File
create_File

restore_File()

* ... butis a topic for another talk :
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Thanks, any questions

@diniscruz

dinis.cruz@owasp.org




