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Secure Web Application in 5 minutes

SPRING INITIALIZR

Generate @ wawenroiecr + With Spring Boot 135 \

Dependencies

Add Spring Boot Starters and dependencies to your application

Artifact coordinates
i m
Grou Search for dependencies
COfExagl & s Sedmri hctuator
Arti Sefirted e g

demo
Generate Project alt + 4

Project Metadata

Don't know what to look for? Want more options? Switch to t
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Cloud Native
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Cloud Native

Architecture
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JP Morgan Chase's Cloud Native MM
evel 2 [N

12 Factor App
One Code Base

Externalize Configuration

http://12factor.net

T ARRSHE : J

ROMA Building secure cloud-native apps with spring boot & security
MMXVI -



http://12factor.net/
http://12factor.net/

From Monolith To Microservices

Process Process

Java (@

Process Process

Python l
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Microservice = Spring Boot

Standalone Spring Apps
Auto Configuration
Embedded Servlet Container
,Make JAR Not WAR"
Production-Ready Features
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Secure Continuous Delivery ?

Attacks (24x7)
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Secure Cloud-Native Applications

Secure Spring Security
+ — +
Cloud-Native Spring Boot
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Spring Security
yoecure By Default” Configuration

Authentication / Authorization
Secure Password Encoding

Testing Support

{ APPSEC
EUROPE

Building secure cloud-native apps with spring boot & security

15



,oecure By Default” Configuration
Require Authentication for all URLs: On

Session Fixation Protection: On
Session Cookie (HttpOnly, Secure): On
CSRF Attack Protection: On

Security Response Headers: On

APPSEC I!
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Security Response Headers

Cache Control

(=) -
X-Content-Type-Options
X-Frame-Options

X-XSS-Protection
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HTTP Strict Transport Security (SSL)
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Secure Password Encoding

Encoder Implementations
BCryptPasswordEncoder

SCryptPasswordEncoder
Pbkdf2PasswordEncoder

BytesEncryptor (implementation for BouncyCastle)
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,oecure By Default” Conventions

- [esrf-dema] - ..\csrf-demotsréimainyjavalinfo\novatecicsr\WebSecurityConfig.java - Intelli) IDEA 2016.1.2
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
| = 4] S MM AR & i CsifDemoApplication v | B ¥k ¥& ¢ 'F & [® % & Ed
L3 appseceu2016 = [3 csrf-demo ' [l src. Bl main - Eljava Elinfo Bl novatec [ csrf - @ WebSecurityConfig
B Project Packages Project Files (I - 2 tweetable-cauth B corf-demo\README.md @ DemoControllerjava @ application.properties @ csif\WebSecurityConfig.java
¥ [3appseceu2016 -

» [.idea
3 appsensor-demo 1 rt org.springf ork.context.annotation.Configuration;

ject

PIINg 3 &

T 1: Proj

LG authorizations-demo t org.springframework.security.config.annotation.web.builders.HttpSecurity;
3 csrf-demo
» C1.mvn
L= -
b [Fltarget ir 't org.springframework.web.bind.annotation.RequestMethod;

[ csif-demo.iml

Bl rviw

Bl mvnw,gs

pof

B JMEmd
B five  inute-security
Eaoal  authserver
B3 oau, lient
B3 oauti, \source
LS cauth-s:
3 security-header

org.springf SWOYr curity.config no eb . co; gu on.Enable ecurit

eqeied g

org.springframework.security.config.annotation.web.configuration.WebSecurityConfi

«} 7 Sstructure
3

uopepIen Ueg &

FityColifig exterlils v bnfigurerfiapte

pa(0ld Uanew

¥ D ]| pro ted void Ngatiafc ( HttpSecurity http ) thr Exception {
¥ [ main
¥ Bjeva
¥ [J info.novatec.security.header
v [ config http.csrf () .requireCsrfProtectionMatcher (

@ & TomeatCustomizer request —-> RequestMethod. .name () .equals (request.getMethod ())
@ B WebSecurityConfig -

B3 controller |l ( request.getRequestURI () != null && request.getRequestlU

Elcsp http.authorizeRequests () .anyRequest ().fullyAuthenticated ()

B entity -and ()

[ repository httpBasic () .disable ()
@ % SecurityHeaderApplication E :

¥ [Zresources

& Web

* 2: Favorite:

.formLogin () .permitaAll ()

% 6: TODO & Java Enterprise ' 2: Version Control 9 Spring -] Terminal Event Log
581 CRLF: UTF-8: Git master: &b
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Secure Cloud Architectures
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Secure Cloud with OAuth?2

p Resource Server

< More Details on OAuth2:

Session on Openld Connect
earlier today @AppSecEU

Microservice

LS
........

it | 7 RORSBE

uthorization Server
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Tweetable OAuth2 Application
& o .

@andifalk @springboot tweetable secure
#oauth2 app:

@EnableAuthorizationServer
@EnableResourceServer

class AuthServer {} e
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Secure Microservices With OAuth?2

- [esrf-dema] - ..\csrf-demotsréimainyjavalinfo\novatecicsr\WebSecurityConfig.java - Intelli) IDEA 2016.1.2
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
| = 4] S MM AR & i CsifDemoApplication v | B ¥k ¥& ¢ 'F & [® % & Ed
L3 appseceu2016 = [3 csrf-demo ' [l src. Bl main - Eljava Elinfo Bl novatec [ csrf - @ WebSecurityConfig
B Project Packages Project Files (I - 2 tweetable-cauth B corf-demo\README.md @ DemoControllerjava @ application.properties @ csif\WebSecurityConfig.java
¥ [3appseceu2016 -

» [.idea
3 appsensor-demo 1 rt org.springf ork.context.annotation.Configuration;

ject

PIINg 3 &

T 1: Proj

LG authorizations-demo t org.springframework.security.config.annotation.web.builders.HttpSecurity;
3 csrf-demo
» C1.mvn
L= -
b [Fltarget ir 't org.springframework.web.bind.annotation.RequestMethod;

[ csif-demo.iml

Bl rviw

Bl mvnw,gs

pof

B JMEmd
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«} 7 Sstructure
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¥ D ]| pro ted void Ngatiafc ( HttpSecurity http ) thr Exception {
¥ [ main
¥ Bjeva
¥ [J info.novatec.security.header
v [ config http.csrf () .requireCsrfProtectionMatcher (

@ & TomeatCustomizer request —-> RequestMethod. .name () .equals (request.getMethod ())
@ B WebSecurityConfig -

B3 controller |l ( request.getRequestURI () != null && request.getRequestlU

Elcsp http.authorizeRequests () .anyRequest ().fullyAuthenticated ()

B entity -and ()

[ repository httpBasic () .disable ()
@ % SecurityHeaderApplication E :

¥ [Zresources

& Web

* 2: Favorite:

.formLogin () .permitaAll ()

% 6: TODO & Java Enterprise ' 2: Version Control 9 Spring -] Terminal Event Log
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RASP With AppSensor

2: Attack

Analytics
AppSensor AppSensor Ul

o Integrationw

1: Event

Cloud Native
App

Detection
Points
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3 Response

http://appsensor.org
https://github.com/jtmelton/appsensor
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_ Most Active Users Last Refresh: 2016-06-26T08:26:57+02:00

Activity Log (most recent)

Type Category From To Timestamp
Event AE4 bob (10.10.10.1) (37.596758 / myclientapp (no IP Address) (no geo) 2016-06-
{Authentic ation) -121.647992) 28T07:29:51.2632
Event RE3 (Request) bob (10.10.10.1) (37.596758 / myclientapp (no IP Address) (no geo) 2016-06-
-121.647992) 28T07:29:49.970Z
Event IE2 (Input frank (10.10.10.1) (37.596758 / myclientgecapp3 (10.10.10.7) (59.164625 / 2016-06-
Validation) -121.647992) 123.96234) 28T07:29:49.7327
Event IET (Input stephen (10.10.10.3) (29.66885 / myclientgecapp3 (10.10.10.7) (59.164625 / 2016-06-
Validation) -B.576706) 123.96234) 28T07:29:49.6202
Event IE1 (Input bob (10.10.10.1) (37.596758 / myclientapp (no IP Address) (no geo) 2016-06-
Validation) -121.647992) 28T07:29:48 39772
Attack IE1 (Input bob (10.10.10.1) (37.596758 / myclientapp (no IP Address) (no geo) 2016-06-
Validation) -121.647992) 28T07:29:48 39772
Response  logout myclientapp (no IP Address) (no geo) bob (10.10.10.1) (37.596758 / -121.647992) undefined

LU ITDNUDILZO, UI. U029 ) 1RGN LD, U0 )

ableComponentForSpecificUser (33 minutes)

APPSEC o= disableComponentForSpecificUser (33 minutes) ;ﬁ’éﬁggfz”g"’ggmmg;")e"‘ap”) (started at
;: EUROPE (bob) (client app: "myclientapp") (started at: e ForSoeeifeser (33 it
"2016/06/28, 09:08:55") o et et 27
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Wrap Up: Secure Cloud-Native Apps
Spring Security OAuth2 @

-
@)
O N Spring Cloud
Spring Security e

Spring Boot @
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Wrap Up: Secure Cloud-Native Apps

OB £

wSecure By Default® Conventions !!
wSecure By Default Developer API‘s !!

‘,TAPPSEC
EUROPE

Building secure cloud-native apps with spring boot & security 29



Questions?

Andreas Falk
NovaTec Consulting GmbH
andreas.falk@novatec-gmbh.de

@Agile_Security

Cloud Native [isenoyris

https://github.com/andifalk/appseceu2016
Java

Best Practices for Secure Java Web Application
Development

DESIGNIN

http://projects.spring.io/spring-security | K& &
http://projects.spring.io/spring-security-oauth
7 APPSEC
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