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The credibility slide

B.Sc (Eng) Software - 2011 Business:
— Co-founder / CTO: Nestronite 2009-2013

LEAN / AGILE Research:

— Product manager FreeNest (ALM toolkit) Current:
2009 - 2013 — Solutions Architect EMEA / APJ -
— Project subject matter expert: JAMK Sonatype

University 2009 - 2013

Cl/ CD Expertise:

— Cloud Architect: Cloudreach 2014-2015
LEAN / CD pipeline architecture
Analytics systems engineering
— Founder of OpenStack Finland User
Group
— Contributor to Cloud Software Program
Open Cloud Stack line now used as

Ir:eference architecture for public DCs in
wﬁﬂm‘ '
N > ABSEC
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A hands-on demo of CVE-2015-8103

« This Article published: November 6t 2015
« Mitigation: 6" of November

* Fix committed to source; Nov 7th 2015
 Fixed version released: Nov 11th 2015

* This much you probably know ©




1/3 haven’t been patched (End of May
16)

Search: “X-Jenkins” port “8080” Export of N=10,000:

Top Countries * 1.x series
; — 7795 (78% of all servers)
- All fixed versions (2.x, 1.X)
Lo — 6834 (68% of all servers)
« Servers with Fixed version (1-
series):

— 4629 (46% of all servers)

 Vulnerable Servers:
— 3166 (32% of all servers)

angzhou Alibaba Advertising Co.,Ltd.

MMXVI



Why is this happening?

« Why are there 1/3 unpatched instances left?
* What is the real cause?

i APPSEC
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3 party components are behind this:
commons-collections

November 6, 2015

What Do WebLogic, WebSphere, JBoss, Jenkins,
OpenNMS, and Your Application Have in Common?
This Vulnerability.

By @breenmachine

What?

The most underrated, underhyped vulnerability of 2015 has recently come to my attention,

ROMA
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Further analysis of 3" party prevalence

« Applications:

106 24

known

9

restrictive
licenses

compone

vulnerabi
nts

lities

« Organizations downloads from Central Repo (2015):

Quality Control

% with known % known
vulnerabilities vulnerabilities
(2013 or older)

240,757 15,337 6.4% 66.3%

Average # with known
downloads vulnerabilities

MMXVI



Beyond Heartbleed: OpenSSL in 2014

(31 in NIST’s NVD thru December) As of 2014, internet scans by
MassScan reveal 300,000 of
original 600,000 remain

CVE-2014-34706/5/2014  CVSS Severity: 4.3 MEDIUM < SIEMENS *
CVE-2014-0224 6/5/2014  CVSS Severity: 6.8 MEDIUM < SIEMENS *
CVE-2014-02216/5/2014  CVSS Severity: 4.3 MEDIUM unpatched or unpatchable
CVE-2014-01956/5/2014  CVSS Severity: 6.8 MEDIUM
CVE-2014-01985/6/2014  CVSS Severity: 4.3 MEDIUM €< SIEMENS *
CVE-2013-73734/29/2014  CVSS Severity: 7.5 HIGH

CVE-2014-2734 4/24/2014  CVSS Severity: 5.8 MEDIUM ** DISPUTED **
CVE-2014-01394/15/2014  CVSS Severity: 5.8 MEDIUM

CVE-2010-5298 4/14/2014  CVSS Severity: 4.0 MEDIUM
CVE-2014-01604/7/2014  CVSS Severity: 5.0 MEDIUM < HeartBleed
CVE-2014-0076 3/25/2014  CVSS Severity: 4.3 MEDIUM

CVE-2014-0016 3/24/2014  CVSS Severity: 4.3 MEDIUM

CVE-2014-0017 3/14/2014  CVSS Severity: 1.9 LOW

CVE-2014-2234 3/5/2014  CVSS Severity: 6.4 MEDIUM

.« CVE-2013-72951/17/2014  CVSS Severity: 4.0 MEDIUM

. CVE-2013-43531/8/2014  CVSS Severity: 4.3 MEDIUM

. CVE-2013-64501/1/2014  CVSS Severity: 5.8 MEDIUM

?APPSEC
EUROPE
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Source: Security is Dead. Long Live Rugged DevOps: IT at Ludicrous Speed - Josh Corman, Gene Kim



Year in vulnerabilities 2015

« CVE-2015-8103
— CVSS: 7.5 HIGH
 QOther vulnerabilities in NVD on Nov-Dec

— 62 HIGH (CVSS 7-8.9)
— 19 CRITICAL ( CVSS 9-10)




10 CVEs == 97% of attacks in 2014

100%
80%
60%
40%

20%

PERCENT OF EXPLOITED CVE'S

Figure 11.

Cumulative percentage of exploited
vulnerabilities by top 10 CVEs

TOP 10 CVE'SEXPLOITED

wfl“ -

w@m&uw
WMWJ\VJUMM‘]
| i

7(%5}381%% Source: Verizon Data Breach Report 2015
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Compound risk: layered opacity

[ Provision

N

[ Deployment

.

TTR: 10** }

LY

il E

**Source: CrossTalk: The Journal of Defense Software Engineering — average time measurement applied
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Using Components with Known
Vulnerabilities

A9

Attack
Vectors o

Weakness Impacts Impacts

---....::> Security o e eusssslswp Technical g..k..g Business

Exploitability Detectability Impact Application /
Application Specific AVERAGE DIFFICULT MODERATE Business Specific
Some vulnerable Attacker identifies a J Virtually every application has these The full range of Consider what each

issues because most development teams [Jweaknesses is vulnerability might
don’t focus on ensuring their possible, including | mean for the
components/libraries are up to date. In injection, broken business controlled
many cases, the developers don’t even access control, XSS, Jby the affected
know all the components they are using, Jetc. The impact application. It could
never mind their versions. Component could range from be trivial or it could

components (e.g., Jweak component
framework libraries) f through scanning or
can be identified manual analysis. He
and exploited with J customizes the
automated tools, exploit as needed
expanding the and executes the

threat agent pool attack. It gets more Jdependencies make things even worse. minimal to mean complete
beyond targeted difficult if the used complete host compromise.
attackers to include Jcomponent is deep takeover and data

chaotic actors. in the application. compromise.

MMXVI < |



PCl — DSS
Req 6

ROMA

MMXVI

6.1 Establish a process to identify security vulnerabilities, by using
reputable outside sources for security vulnerability information, and assign a

risk ranking (for example, as 'high,' 'medium,’' or 'low') to newly discovered
security vulnerabilities.

6.2 Ensure that all system components and software are protected
from known vulnerabilities by installing applicable vendor-supplied security
patches. Install critical security patches within one month of release.



IEC-62304

SOUP stands for
software of unknown (or uncertain) pedigree (or provenance),

Specific practices to take when using SOUP as part of a medical
device may include review of the vendor's software
development process, use of static program analysis by the
vendor, design artifacts, and safety guidance

ROMA
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PCI DSS Requirements v3.0

v

Milestone

v

Status
Please enter "yes"
if fully compliant with
the requirement |

If status is "N/A", please
explain why requirement is

|v

Not Applicable

If status is "No", please complete the following

Stage of Implementatior

‘ v

Estimated Date for
Completion of ‘

Milestone

Comments

Requirement 1: Install and maintain a firewall configuration to protect
cardholder data

1.1 Establish and implement firewall and router configuration standards that include the following:

1.1.1 A formal process for approving and testing all network connections and changes to the firewall and

router configurations

1.1.2 Current network diagram that identifies all connections between the cardholder data environment and 1
other networks, including anv wirgless network:

1.1.3 Current diagram that shows all cardholder data flows across systems and networks. 1
1.1.4 Requirements for a firewall at each Internet connection and between any demilitarized zone (DMZ) and 2
the Internal network zone

1.1.5 Description of groups, roles, and responsibilities for of network D _
1.1.6 Documentation and business justification for use of all services, protocols, and ports allowed, including
documentation for security features implemented for those protocols considered to be insecure.

Examples of insecure services, protocols, or ports include but are not limited to FTP, Telnet, POP3, IMAP, 2
and SNMP v1 and v2

1.1.7 Requirement to review firewall and router rule sets at least every six months.

1.2 Build firewall and router configurations that restrict ions between
system in the cardholder data envi

and any

Note: An “untrusted network™ is any network that is external to the networks belonging to the entity under
review, and/or which is out of the entity’s ability to control or manage.

1.2.1 Restrict inbound and outbound traffic to that which is necessary for the cardholder data environment,
and soecificallv denv all other traffic

1.2.2 Secure and synchronize router configuration files.

1.2.3 Install perimeter firewalls between any all wireless networks and the cardholder data environment, and
configure these firewalls to deny or, control (if such traffic is necessary for business purposes), permit only
authorized any traffic from between the wireless envi into and the cardholder data envil

1.3 Prohibit direct public access between the Internet and any system component in the cardholder data
envi

1.3.1 Implement a DMZ to limit inbound traffic to only system components that provide authorized publicly

services, and ports

1.3.2 Limit inbound Internet traffic to [P addresses within the DMZ.

1.3.3 Do not allow any direct connections inbound or outbound for traffic between the Internet and the
cardholder data

1.3.4 Impl anti-spoofing to detect and block forged source IP addresses from entering the
network,

1.3.5 Do not allow unauthorized outbound traffic from the cardholder data environment to the Internet.

1.3.6 Implement stateful inspection, also known as dynamic packet filtering. (That is, only “established”

sonnections are allowed into the network,)

1 1”7 Place cuctem cnmnnnante that etnre rardhnlder data fench ac 2 datahaca) in an internal natwnrk 720nas




The road is always paved with good

Intentions

Antipatterns

» Security / CVE Checklists
— Human-led initiatives
— Human-led considerations
 Bulk approvals of
components
— Again, smarter-than-thou
— Doesn'’t scale
 Deplugging completely
— The law may require it but it

sure isn’t nice

APPSEC
EUROPE
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Outcomes

 Top 3 items are followed. The
rest are fixed ‘later’

« As organisation grows process
grinds to a halt.

— Shadow sourcing orgs emerge
(hotspots)

* Not today
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Suppl

raw material

end customer

wholesaler
end customer
laptop
end customer
keyboard e ET
wholesaler

computer

supplier

supplier's
supplier
(tier 2)

supplier
(tier 1)

raw material
supplier

supplier's
supplier
(tier 2)

raw material
supplier

plastic
granulate store

laptop

customer
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Sage advice from the man who helped
bring Japan back from the brink

W. Edwards Deming’s 14 Principles included:

Cease dependence on inspection to
achieve quality. Eliminate the need for
inspection on a mass basis by building
quality into the product in the first place.

End the practice of awarding business on
the basis of price tag. Instead, minimize total
cost. Move toward a single supplier for
any one item, on a long-term relationship of
loyalty and trust.

MMXVI



Benefits seen in other industries

Cost Comparison Ratio of Sales of Prius vs. Volt

Number of Suppliers $35.000 R 10 $$$5$$
- $30,000 $$9999 6 $$39599%
o o o $59$99 $59999
w w w 525,000 $$$$$$ $$$$$$
600 yueu $20.000 $$$58S  $599%9 6 $$$5$9$
w w w ' $$8588 555559 $$55$$$
coomo  SSSSSS 535553 $$$55$
400 s o o $$$$8S 555555 ¢ $$9$9$
'M"I‘ siooc0  SSSSSS 555555 $$$5SS
200 . $$958S $555%9 2 $5$5%9
N www 55000  $$$$$$ 555555 $$$$$$

II II II $98588 $5555% $9599% 595999

Toyota Prius ~ GM Volt Toyota Prius GM Volt Toyota Prius GM Volt
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Traditional AppSec
Perspective Counter-

measures

The software & hardware we
build, buy, and deploy. 90% of
software is assembled from 31

party & Open Source

Operational Excellence

10%
Written Defensible Infrastructure

Source: Security is Dead. Long Live Rugged DevOps: IT at Ludicrous Speed - Josh Corman, Gene Kim




Dependency managers == Software
supply chain managers

Java / Maven2 Ruby / Gem Node.js / NPM

<dependencies> source 'https://rubygems.org' "dependencies™: {
<dependency> "glob": "~5.0.3",
<groupId>javax.activation</groupId> ruby '2.1.0" "json-parse-helpfulerror": "~1.0.2",
<artifactId>activation</artifactId> "normalize-package-data": "*2.0.0"
<version>1.1</version> gem 'rails', '4.1.0" '}';1 ) : e
</dependency> e , evDependencies":
gem ‘unicorn "standard": "~3.3.1",
gem 'pg' "tap": "Al 20"
gem 'sass-rails', '~> 4.0.3' },
gem 'uglifier', '>= 1.3.0' "optionalDependencies": {
gem 'coffee-rails', '~> 4.0.0" "graceful-fs": "*4.1.2"
by
"license": "ISC"

MMXVI




Transitive dependencies (Maven central Aug 2015)

EUROPE.
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Translated into a Software Context

1. Control the amount and quality of suppliers or components you
use

2. Standardise your component catalog as opposed to allowing
every team to reinvent their toolkit

3. Leverage automated quality controls and governance
guidelines as early as possible in the software life cycle to
eliminate easily avoidable risk.

4. Maintain a bill of materials of all software and their underlying
components

5. Institute leadership that can help improve the overall state of the
component supply chain

APPSEC
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What to look out for in a good project to

source

 Release Frequency (Latest/ MTR )

« Popularity in Ecosystem (Dead project vs Stable)
» |Internal popularity

* Number of vulnerabilities

« MTTR of said vulns

* Licenses

Pull Requests Monthly Avg

2 A0S




Artifact repositories are key to
implementing this quality control

admin +

Catalogs = Nexus Repository Manager it

Sonatype™ «/| weicome Repositories Search Staging Profiles Staging Repositories Staging Ruleset

“%Refresh () Add...v (@) Delete [ Trash...> User Managed Repositories

K e e t r a C k Of Artifact Search « || Repository Type  Health Check 1 Policy Violations Format Policy Repository Status Repository Path
NuGet Group group ) nuget hitp:/localhost:80.

fileupload »
Advanced Search Public Repositories group ALYZE ) maven2 hitp/fiocalhost:80.
. . i Baoattorad | Apache snapshots proxy ) maven2  Snapshot  In Service hitpi/fiocalhost:80...
e Audit trails of all downloads = e s s —
Repository Targets Central M1 shadow virtual ) maven1 Release In Service httpz/flocalhost:80...
;3:‘2:? Feeds cf-source hosted ) maven2  Release InSenvice hitp:/fiocalhost:80.

Codehaus Snapshots proxy ) maven2  Snapshot I Service - Remote Automatically Bl... http://localhost:80...

Prevent shadow acquirements |- -[z@oz = o0 .

Staging Profiles

Staging Repositories Central
(We I I S b eSt a S O u Ca n @ SiaginglRlesey Browse Index | Browse Remote | Browse Storage | Configuration | Health Check | Routing | SsL | Smart Proxy | Summary
A Staging Upload
et y “Refresh Path Lookup: x/p
Enterprise -
= - Central

Artifact Pr @

Maven Settings @0ant

Smart Proxy @ Cantr

Security — 4 () aopalliance
#(_Jasm

Administration v 4 [_J avalon-framework
() axis

e v & () backport-util-concurrent
@Jea
# [_] cglib
@ Jch
() classworlds
3 com {
4 [_] commons-beanutils {

[

] commons-chain
~J commons-cli
~) commons-codec

] commons-collections
) commons-configuration

®®

>
crg
=g
w
&S
O
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Software Factory & Component Based Development

Dev

_ /
Source . Binary LE, < _—> QA
Code BUIld e | RepO Deploy \

/ i ‘ UAT

- Prod

it |77 RORSBE

MMXVI



#npmgate — March 22" 2016

* “In this case, though, without warning to developers of
dependent projects, Azer unpublished his kik package and
272 other packages.

* One of those was . This impacted many thousands
of projects. Shortly after 2:30 PM (Pacific Time) on Tuesday,
March 22, we began observing hundreds of failures per
minute, as dependent projects — and their dependents,
and their dependents... — all failed when requesting the
now-unpublished package.”

Azer Kogulu

I've Just Liberated My Modules

Note: Thank you for all the support

ROMA
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module.exports = leftpad;

function leftpad (str, len, ch) {
str = String(str);
var 1 = -1;
if ('ch & ch '==0) ch = " ’;
len = len - str.length;

while (++i < len) {
str = ch + str;

}

return str;

APPSEC
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Let’s refresh the stats

 Average application:

« Assume an Organisation:

« 30 Applications * 106 components * 5 versions * 60%

unique components in app = 9540 Unique
Components

il




Standardisation

« Important to know the tools to build your defensible

castle
* There is no one-size fits all solution to standardisation as

teams and business lines differ

MMXVI



Standardisation guidelines

« Be picky about components.
— Use cases?
— Licensing?
— Type? Should we be using 5 different auth libraries as a
company or just one?
— How many versions should we accept? N-1? N-27?

i
ROMA \

MMXVI .




Software Factory & Component Based Development

Audit trail Dev
_— o - - /
Source 208 gt oA
Code Build —_— Deploy \/
_4/
\ \ Catalog Control point \ UAT
r 4
2 Prod
[ ]
{ APPSEC
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How It could look like

MMXVI

Only one test fw

junit

junit

junit

junit

junit

:junit :

2 junit :

:junit :

2 junit :

:junit :

Sonatype™

Artifact Search
fileupload
Advanced Search
Views/Repositories
Repositories
Repository Targets
Routing

System Feeds

Build Promotion

1Q Server Dashboard
Staging Profiles
Staging Repositories
Staging Ruleset
Staging Upload

Enterprise
Artifact Procurement
Maven Settings
Smart Proxy
Security
Administration

Help

Welcome Repositories

Search

“Refresh () Add...» @ Delete I Trash...> User Managed Repositories +

Repository ~
NuGet Group
Public Repositories
Apache Snapshots
Central

Central M1 shadow
cf-source

Codehaus Snapshots

Local NuGet Packages

Central
Browse Index | Browse Remote

“%Refresh Path Lookup:
= 3 Central
() acegisecurity

“Jant
Jantir

) aopalliance
JJasm
_Javalon-framework
JJaxis

] backport-uti-concurrent
Jea
“Jcglib
Jch

EEEDEEEDDER

) classworlds

[

“Jcom
] commons-beanutils
] commons-chain

~J commons-cli

] commons-codec
) commons-collections
) commons-configuration

BEEEE B

Type
group
group
proxy
proxy
virtual
hosted
proxy

hosted

Health Check 1Q Policy Violations

Staging Profiles

Format
nuget

maven2
maven2
maven2
mavent
maven2
maven2

nuget

Browse Storage | Configuration || Health Check | Routing | SSL

x|p

Staging Repositories

Policy

Snapshot
Release
Release
Release

Snapshot

Smart Proxy

Staging Ruleset.

Repository Status

In Service
In Service
In Service
In Service
In Service - Remote Automatically Bl

In Service

Summary.

admin ~
Nexus Repository Manager 2.12.0-01

Repository Path
http:/flocalhost:80.

htp:/fiocalhost:80...
hitp:/fiocalhost:80...
http//localhost:80...
htp:/flocalhost:80.

htp/fiocalhost:80...
hitp:/fiocalhost:80...

htp:/fiocalhost:80.
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vBSIMM Framework model

Software security process
; maturity assessment

© (2] v

Security Open Source Binary i Web A i
Architecture Review Security Validation  Static Scan Testmg Firewall

tTfL\/I_IJ_LQ

M|°pment

AGILE (

Figure 1: vBSIMM Framework

D
Jﬁmm
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EUROPE Source: FS-ISAC Appropriate Software Security Control Types for Third Party Service and Product Providers



The onion model of software testing

UNIT
INTEGRATION
FUNCTIONAL

SYSTEM
ACCEPTANCE

> APPSEC
EUROPE
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The onion model of * testing

UNIT
INTEGRATION
FUNCTIONAL

SYSTEM
ACCEPTANCE

SECURITY & GOVERNANCE

> APPSEC
EUROPE
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[INFO] Evaluating policies... (ETA 30s)

[ INFO]

[INFO] BUILD FAILURE

[ INFO]

[INFO] Total time: 37.210 s

[INFO] Finished at: 2015-10-21T18:38:53+01:00
[INFO] Final Memory: 17M/496M

[ INFO]

[ERROR] Failed to execute goal com.sonatype.clm:clm-maven-plugin:
2.1.1:evaluate (default-cli) on project WebGoat: Sonatype CLM reports
policy failing due to

LERROKR]| FOLll1Cy (NO nign secC vulneraplillities) |

[ERROR] Component (gav=commons-fileupload:commons-fileupload:1.2.1,
hash=384faa82e193d4e4b054) [




Use the CI Pipeline to incrementally
Improve security practices

Deep dive checks
Human analysis and ‘
interpretation. Code

reviews, audits, etc
Asynchronous

On-the-go analysis
as you build
Amplify signals
Fast feedback on a sufficient
enough level of detail
ynchronous

- w“ ?f APPSEC 4_,

EUROPE
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Synchronous testing

Policy Name Threat Level
H Security-High n
Bank X Better Payment - 2016-05-06 - Build Report
INHERITANCE Summary Policy Violations Security Issues License Analysis c A
- s security and license assessments for open source components found within an application.
o Jenkins
This Poticy inhe R
Jenkins WebGoat-Test
(® All Applica sis
O Application & Backo Dashboard Maven project WebGoat-Test
\, Status X i — 192 39
— Polls Webgoat repo, builds on new commit INENTS IDENTIFIED POLICY ALERTS SECURITY ALERTS LICENSE ALERTS
CONSTRAINTS = Changes ALL COMPONENTS A E AFFECTING 99 COMPONENTS ~ AFFECTING 16 COMPONENTS

& Workspace

0 "
High risk Cvss ) Buid Now — B
is in violation if all ( Delete Maven project Workspace

pr—

Security Vulnere . Configure lInerabilities and how many are there?

i - Recent Changes
Security Vulnere Modules == ™t 0 % a0 Dependency Depth
Security Vulnere 0 — 1 1 1 o
m Application Management — B ———— The summary of security issues demonstrates the breakdown 1 '
- == Application Composition Report P — of vulnerabilities based on severity and the threat level it
[”] it Poliing Log = »@2 7 poses to your application. 1| @ e
l 6 I The dependency depth highlights quantity and severity and s @ @
Build History T — Permalinks 5 | I N — distribution within the application's dependencies.
- 4 - i @ e
#4 Aug 21, 2015 1:48 PM « Last build (#14), 2 mo 1 day ago 3
T o Last stable build (#11). 3 mo 3 days ago 2
9 #13 Aug 21, 2015 1:43 PM + Last successful build (#14). 2 mo 1 day ago 4 5+ @ o
« Last failed build (#13), 2 mo 1 day ago
#12 Jul 23, 2015 2:08 PM « Last unstable build (#14), 2 mo 1 day ago

Last build (#14), 2 mo 1 day ago

g

Jul 20, 2015 9:48 AM

g
s

Jul 20, 2015 9:16 AM
Jul 7, 2015 6:59 PM
Jul 2, 2015 9:00 AM
Jun 22, 2015 5:41 PM
Jun 22, 2015 4:32 PM

Jun 12, 2015 1:41 PM

BEBRBB |

Jun 12, 2015 1:40 PM

o0 O0OQOCEOCPQOGEOCOPO

&

Jun 12, 2015 1:39 PM




Asynchronous
[y R —— e 8

testing

Home & Sonar # Configuration & Simon Brandhof » Log out #m:

Dashboard Version 2.16-SNAPSHOT - 12 Apr 2012 04:08 ( Time changes... 2] Manage dashboards
Hotspots !
soten | Reviews © SQALE Remediation Cost: 147.2304:08 Violations 0
e A2.16-SNAPSHOT 1,148 + 0
637 ¥
i QA Rules compliance 178 —
' B8 Time Machine 96.7% i
e = ¢ -
e y ]
= EECER I Components
—— A A TAA ARAA |AM AL AlAA
Clouds
S EZSigf‘ . Code coverage Unit test success
EECER W Libraries ;;e; Bfé:o:e :Ia;:le(; . 68.7% 100.0%
| 7 | s , 69.3% line coverage 0 failures
Em sonar 110,305 lines & 171 packages 67.0% branch coverage 0 errors
23,838 statements & 7,029 methods & 2,507 tests &
[ 14| 1,195 files & 1,348 accessors 4 [l skipped
a 4:08 min &
Comments Duplications
7.7% 0.8% Package tangle index Dependencies to cut
0, A
5,208 lines & 924 lines ¥ 10.1% g? sz:':: :;”:ages
26.9% docu. API 49 blocks > 56 cycles
4,272 undocu. AP 4 35 files
Lcom4 Response for Class
Complexity G000 1.1 [class 15 fclass
1.9 /method . 3.8% files having LCOM4>1
10.5 /class 2000 ©
11.4 siie . >
R L2 o468 nom
Total: 13,592
o ©Methods OFiles ”
PR
Events [ Al v
Tags
12Apr2012  Version 2.16-SNAPSHOT 325
06Apr2012  Version 2.15-SNAPSHOT 0 mandatory
. 325 optional
27Mar2012  Profle  Sonar for Sonar version 7 [} 48 nosonar

? APPS EC 02 Mar 2012 Profile Sonar for Sonar version 6 @
EUROPE
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Rugged Software Factory

Trusted objects ]/
D
T
Code
N\ = xl‘
Strict Enforcement ]
8

it | APPSEC Early Feedback
MMXVI on 3rd partles

Dev

QA

UAT

Prod
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Avoid reverse engineering

A bill of materials (BoM) is a list of the parts or
components that are required to build a product. The
BoM provides the manufacturer's part number (MPN)
and the quantity needed for each component.

www.arenasolution...

What is bill of materials (BoM)? - Definition from Whatls.com
searchmanufacturingerp.techtarget.com/definition/bill-of-materials-BoM

More about Bill of materials

Feedback

‘,IAPPSEC
EUROPE
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Antipattern: Re: Re: Fwd: Re: Do we
have this?

November 6, 2015

What Do WebLogic, WebSphere, JBoss, Jenkins,
OpenNMS, and Your Application Have in Common?
This Vulnerability.

By @breenmachine

What?

The most underrated, underhyped vulnerability of 2015 has recently come to my attention,

ROMA
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Policy Threat ~

No Banned-deprecated

Security-Critical

Security-High

ﬂ‘mmmv%“ﬁﬁ
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() org.apache.struts
@ org.apache.struts :
() org.apache.struts :
() org.apache.struts :
@ org.apache.struts :
() org.apache.struts :
() org.apache.struts :

() org.apache.struts

() org.apache.struts :
() org.apache.struts :
@ org.apache.struts :
() org.apache.struts :
() org.apache.struts :
() org.apache.struts :
() org.apache.struts :
() org.apache.struts :

@ org.apache.struts.

[ org.springframework : spring-context : 3.0.5.RELEASE

() uk.Itd.getahead : dwr : 1.1.1

: struts2-assembly : zip : all : 2.3.14
struts2-blank : war : 2.3.14
struts2-core : 2.3.14
struts2-mailreader : war: 2.3.14
struts2-portlet : war: 2.3.14
struts2-rest-plugin : 2.3.14
struts2-rest-showcase : war : 2.3.14

: struts2-showcase : war : 2.3.14

(%) commons-collections : commons-collections : 3.1

@ commons-fileupload : commons-fileupload : 1.2.2

struts-core : 1.3.10
struts2-assembly : zip : all : 2.3.14
struts2-blank : war : 2.3.14
struts2-core : 2.3.14
struts2-mailreader : war : 2.3.14
struts2-portlet : war : 2.3.14
struts2-rest-showcase : war : 2.3.14
struts2-showcase : war : 2.3.14

xwork : xwork-core : 2.3.14

(.1 ora.sprinaframework : sorina-context : 3.0.5.RELEASE

Popularity

Age Release History
l

I 10 years
55y

10.0y
31y

31y

31y

31y

31y

31y

31y

31y

105y |
58y

74y |
31y

31y

31y

31y

31y

31y

31y

31y

55v



Manual searches or search API|?

"results": [

"applicationld": "001",
"applicationName": "Bank X Better Payment",
"reportUrl": "http://localhost:8070/ui/links/application/001/report/cc8f94e42e3c4b6f93c86b35dfIb648f",
"hash": "40fb048097caeacdb11d",
"componentldentifier": {
"format": "maven",
"coordinates": {
"artifactld": "commons-collections",
"classifier": ",
"extension": "jar",
"groupld": "commons-collections",
"version": "3.1"

}

"ihreatLeveI": 9

I
{

"applicationld": "002",
"applicationName": "Bank X build server",
"reportUrl": "http://localhost:8070/ui/links/application/002/report/3c3b7ac5dc7344daa627248487a9662d",
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Build knowledge in teams in terms they

understand
UNIT

~ INTEGRATION
PNy FUNCTIONAL

SYSTEM
ACCEPTANCE

GOVERNANCE
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Security enabling, not blocking the
process

Unit testing has become TDD (Test Driven Development)

« Usability testing has become BDD (Behaviour Driven
Development)

 Integration testing has become MDD (Model Driven
Development)

* Q.E.D Security testing needs to become SDD
(Security Driven Development)
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Be transparent with knowledge

 More eyes on data is better. Leverage Dashboards
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Version 2.16-SNAPSHOT - 12 Apr 2012 04:08 (_Time changes...

© SQALE Remediation Cost: 147.23 04:08
A2.16-SNAPSHOT

A A lAA |AA AL AA |48 AA AlAA
172011 1202011 01/2012 022012 032012  04/2012

Classes
1,300 »

171 packages
7,029 methods 3

Lines of code
62,406 &
110,305 lines &
23,838 statements &

1,195 files & 1,348 accessors &
Comments Duplications
7.7% 0.8%

5,208 lines & 924 lines ¥

26.9% docu. API 49 blocks

4,272 undocu. API 4 35 files

Complexity 6000
1.9 /method 4000
10.5/class 2000
11.4 e o

1 2 4 6 8 10 12

Total: 13,592 &
@ Methods O Files

Events | Al v

12Apr2012  Version 2.16-SNAPSHOT

[ Manage dashboards
Violations A\ Blocker 0
1,148 + 2 Critical 0
& Maj 637 v I
Rules compliance _a o
96.7% ¥ Minor 178 v M
e v Info 333 4 .

Code coverage Unit test success

68.7% 100.0%

69.3% line coverage 0 failures

67.0% branch coverage 0 errors
2,597 tests &
El skipped
4:08 min &

Package tangle index Dependencies to cut

10.1% 35 between packages &
> 56 cycles 51 between files
LCOM4 Response for Class
1.1 [class 15 fclass

3.8% files having LCOM4>1

0 5 10 20 20 50 90 ..

Tags ONAR—

325 FIXME—

~TODO
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Rugged Software Factory

Documented
deployment

schematics
Cl |

[ cn N
) Dev
Trusted objects
3 =
Source Q’-u»
Build ll '

d //—> QA
Deploy
\ \ UAT
P CI Enforcement
: f Prod
=
7{/1\:8112(%]1%9 Earlyrljeedpack] Common status
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Translated into a Software Context

1. Control the amount and quality of suppliers or components you
use

2. Standardise your component catalog as opposed to allowing
every team to reinvent their toolkit

3. Leverage automated quality controls and governance
guidelines as early as possible in the software life cycle to
eliminate easily avoidable risk.

4. Maintain a bill of materials of all software and their underlying
components

5. Institute leadership that can help improve the overall state of the
component supply chain
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Benefits seen in other industries

Cost Comparison Ratio of Sales of Prius vs. Volt

Number of Suppliers $35.000 R 10 $$$5$$
- $30,000 $$9999 6 $$39599%
o o o $59$99 $59999
w w w 525,000 $$$$$$ $$$$$$
600 yueu $20.000 $$$58S  $599%9 6 $$$5$9$
w w w ' $$8588 555559 $$55$$$
coomo  SSSSSS 535553 $$$55$
400 s o o $$$$8S 555555 ¢ $$9$9$
'M"I‘ siooc0  SSSSSS 555555 $$$5SS
200 . $$958S $555%9 2 $5$5%9
N www 55000  $$$$$$ 555555 $$$$$$

II II II $98588 $5555% $9599% 595999

Toyota Prius ~ GM Volt Toyota Prius GM Volt Toyota Prius GM Volt
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Counter-
measures

Operational Excellence

Defensible Infrastructure




True collaboration via Transparency
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Shifting left
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Thanks - References

Wired Article — Hackers remotely kill Jeep on Highway: https:/www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

State of Devops 2015: https://puppetlabs.com/2015-devops-report

Rugged Devops Book: hitp://devops.com/2015/04/20/the-rugged-devops-ebook/

Rugged Software: hitp://www.ruggedsoftware.org/

DevSecOps: http://devsecops.org

DevOpsSec — Securing Software Through Continuous Delivery by Jim Bird: htip://www.oreilly.com/webops-perf/free/devopssec.csp
“The Phoenix Project” by Gene Kim: htip://itrevolution.com/books/phoenix-project-devops-book/

State of Software Supply Chain 2015: htips://www.sonatype.com/state-of-the-software-supply-chain

7 Habits of Rugged Devops: hitps://www.forrester.com/report/The+Seven+Habits+Of+Rugged+DevOps/-/E-RES 126542

Verizon Data Breach Report: http //www verlzonenterpnse com/venzon |nS|qhts Iab/db|r/2016/
CodeCentric Cl Example: https: J k ainer-j

FS-ISAC: https://www. sonatvpe Com/software securltv control—whlte paper

IEC-62304: http://www.iso.org/iso/catalogue detail.htm?csnumber=38421

PCI-DSS: https://www.pcisecuritystandards.org/document library?category=pcidss&document=pci_dss
Reflections on NPMGate: http://blog.npmis.org/post/141577284765/kik-left-pad-and-npm

Lessons learnt again from NPMGate: http://www.sonatype.org/nexus/2016/03/25/npm-gate-lessons-learned-again/

Tweet: @ilkkaturunen
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