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How

« Get Buy In

« Set a Baseline

 Measure & Automate

* Leverage Existing Process

« Build a Community

» Create Opportunities for Learning
« Be a Service Organization

« Add Value
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People will do things for 1 of 2 reasons:
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Security as a Service




Product Engineering Team Buy-In
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Our Security Champions are
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It has to be the product team -
get champions
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Map: Security Certification Program

White belt

2-8 hours of
online training,
depending on
employee role
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Green belt

2-11 hours of
online training,
depending on
employee role

Brown belt

Hundreds of hours of
experiential,
hands-on training
with specific
security projects

Black belt

Hundreds of hours of
experiential,
hands-on training
with specific

security projectss
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Tactic: Competition: After (2 days later)
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Measure & Automate

Training
Training
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"l know that well
enough, Mr. Frodo.
Of course you are.

"But | am \ : :
e And”I m coming with
Mordor." you. W
-
7 AERSBE

SAASy SPLC - Julia Knecht 18

MMXVI



1

il

h“mmm

N VIR

PLC - SPLC

Potential
Projects

\‘vﬁ’ﬁfﬁ
I

Initial
Fu

i

nding

Initiate

Initial

the Project Requirements

APPS
EURO

=)
=

T
@

110000.00R0I0M

Work
Items

Initial
Architectural
Vision

Daily Stand-Up
Meeting:

'« — —Share status and
identify potential
issues

Iteration

Iteration review &
retrospective: Demo

Working Operate and

Highest-Priority . == = Working smlem}t\o{ Srl::f:hddefs __Release
I Work Items — == System® and gain funding » sy [nto
Iteration Tasks for next iteration, and production
Work Items e learn from your
. 2 experiences
Planning session to
selectwor§< i(eqxs Funding &
for current iteration Feedback
and to identify work

Enhancement Requests
and Defect Report

Implementation
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Remove
system
from
production
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Leverage Existing Process
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Security Team

training, threat
You have my -bew- modeling, hacking skills,
security automation,
checklists, sign-off,
coordination, security
monitoring team,
talking to customers
about security...
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Services

« Threat Modeling

* Testing Automation

* Security

* Pen Testing Coordination

« Best Practices/Training

« Security Testing

« Security Architecture Reviews

« Customer Security Engagement
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Be a Service Organization
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Provide opportunities for learning & a
Secure-Engineering Community
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Add Value
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Results
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LL Summary
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Champions
Training

Existing Process
Measure
Automate
Recognize

Add Value
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Adobe Resources

Security portal
https://adobe.com/security

Security @ Adobe blog
https://blogs.adobe.com/security/

Advisories and updates
https://www.adobe.com/support/securits

Twitter: @AdobeSecurity
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